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    XMediaLib

XMediaLib is a media and signaling toolkit for VoIP and WebRTC on Erlang/Elixir.
It provides wire-format helpers and optional native codecs for RTP/RTCP, SRTP,
STUN/TURN, SDP, SIP, and ZRTP. Parts of the API descend from
Peter Lemenkov's
RTPLib.
Published home: https://github.com/Lazarus404/xmedialib
What problem this solves
Building a phone or conference app means more than HTTP. Peers must agree on
codecs and network paths (SDP, ICE), authenticate and encrypt media (DTLS-SRTP
in WebRTC, or ZRTP as an in-band alternative), and move packets through NAT
(STUN/TURN). XMediaLib packages those building blocks as Elixir modules plus
optional NIF- or port-backed drivers where performance matters.
Main modules
	XMediaLib.Codec -- audio encode/decode via native port drivers (G.711,
G.722, Opus, and others). Opus in-band FEC/PLC via set_inband_fec/2,
decode_fec/2, decode_plc/1; fmtp parse in XMediaLib.Codec.OpusFmtp.
	XMediaLib.Rtp / XMediaLib.Rtcp -- RFC 3550 RTP and RTCP framing;
header extensions and Dependency Descriptor helpers under XMediaLib.Rtp.*.
	XMediaLib.Srtp -- SRTP protect/unprotect after key agreement.
	XMediaLib.Stun -- STUN/TURN message encode and decode.
	XMediaLib.SDP -- session description parse and encode.
	XMediaLib.SIP -- SIP message helpers (pure Elixir; optional PJSIP NIF).
	XMediaLib.Zrtp / XMediaLib.ZrtpFsm / XMediaLib.ZrtpCrypto -- ZRTP
packet codec, key derivation, and handshake state machine.
	XMediaLib.SAS -- Short Authentication String rendering for ZRTP.
	XMediaLib.CRC32C -- Castagnoli CRC-32C (ZRTP packet trailer).
	XMediaLib.TestUtils -- lab helpers for codec golden-file checks (not for
production wire paths).

RFCs
Codecs and media:
	RFC 3551 (RTP profile, static payload types including PCMU/PCMA)
	RFC 3550 (RTP and RTCP)
	RFC 3711 (SRTP)
	ITU-T G.711 (PCMU/PCMA), ITU-T G.722, ITU-T G.729
	RFC 6716 (Opus)
	RFC 4867 (Speex over RTP), RFC 3951 (iLBC)
	RFC 8285 (RTP header extensions); AV1 RTP Dependency Descriptor

Signaling and connectivity:
	RFC 8866 / RFC 4566 (SDP)
	RFC 3261 (SIP)
	RFC 8489 (STUN), RFC 8656 (TURN)

ZRTP and related:
	RFC 6189 (ZRTP)
	RFC 3526 / RFC 5114 (DH groups referenced by ZRTP)
	RFC 8265 (SAS rendering / Base32)
	CRC-32C (Castagnoli); see RFC 3385 / RFC 4960 / RFC 3720 B.4

Prerequisites
To run all tests and use all codec features, install the native libraries the
port drivers link against:
	libilbc
	bcg729
	SampleRate
	SpanDSP
	libOpus
	libSpeex

Example on Ubuntu:
# install libilbc
wget https://github.com/TimothyGu/libilbc/releases/download/v2.0.2/libilbc-2.0.2.tar.gz
tar -xzvf libilbc-2.0.2.tar.gz
cd libilbc-2.0.2
./configure
make && sudo make install

# install bcg729
git clone git@github.com:BelledonneCommunications/bcg729.git
cd bcg729/
cmake . -DENABLE_STATIC=YES
make && sudo make install

# install remaining libs
sudo add-apt-repository ppa:jonathonf/ffmpeg-3
sudo apt-get update
sudo apt-get install libsamplerate-dev libspandsp-dev libopus-dev libopus0 opus-tools libspeex-dev
Without these libraries, codec drivers that need them will not load; other
modules (RTP, SDP, STUN, and so on) still work.
SIP (optional NIF)
XMediaLib.SIP.parse/1 and encode/1 always work: they use the PJSIP NIF when
priv/sip_nif.so is built, otherwise the pure-Elixir fallback
(XMediaLib.SIP.Elixir).
Building the NIF requires PJSIP (libpjproject). If PJSIP is not installed,
make prints skip sip_nif: PJSIP not found and continues. NIF-specific tests
skip automatically; Elixir-path tests always run.
Install PJSIP (example on macOS with Homebrew):
brew install pjproject
Then from xmedialib/:
make
mix test test/sip/
SDP
XMediaLib.SDP.parse/1 and encode/1 parse and serialize Session Description
Protocol for WebRTC-oriented offers and answers. Media attributes such as ICE
candidates, fingerprints, rtpmap/fmtp, and SCTP data-channel fields are
promoted onto %XMediaLib.SDP.Media{}.
mix test test/sdp/
Codec (Opus FEC / PLC)
XMediaLib.Codec loads Erlang port drivers under priv/. Opus supports:
	set_bitrate/2 -- OPUS_SET_BITRATE
	set_inband_fec/2 -- OPUS_SET_INBAND_FEC
	set_packet_loss_perc/2 -- OPUS_SET_PACKET_LOSS_PERC (0..100)
	decode/2 -- normal decode (fec=0)
	decode_fec/2 -- recover the previous lost frame from in-band FEC in this packet (fec=1)
	decode_plc/1 -- concealment from decoder state (NULL packet)

Non-Opus codecs return {:error, :unsupported} for FEC/PLC setters and
decoders (no silent no-op). Parse SDP fmtp with XMediaLib.Codec.OpusFmtp.parse/1,
then call set_inband_fec/2 after start_link/1 when useinbandfec is true.
mix test test/codecs/codec_opus_test.exs
Installation
Add xmedialib to your mix.exs dependencies:
def deps do
  [{:xmedialib, "~> 0.3.0"}]
end
Contact
For questions or suggestions, email experts@xirsys.com
Copyright
Copyright (c) 2013 - 2026 Jahred Love & Xirsys LLC
All rights reserved.
XMediaLib is licensed by Xirsys, with permission, under the Apache License
Version 2.0. See LICENSE for the full license text.


  

    LICENSE

                             Apache License
                       Version 2.0, January 2004
                    http://www.apache.org/licenses/
   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
	Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

	Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

	Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

	Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:
(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and
(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

	Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

	Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

	Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

	Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

	Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.




  

    Changelog

13-09-2026 - 0.3.0:
	Releasing Xirsys Xylon work from private repo. SDP parse/encode (XMediaLib.SDP): session/media structs, line coverage for WebRTC attributes, iodata encoder, browser-shaped fixtures, StreamData round-trip tests.

	SRTP repairs for WebRTC DTLS-SRTP: 20-byte auth key (RFC 3711 B.3), :aes_cm/:hmac_sha1 atom API, SRTCP decrypt via Rtcp.decode/1, HMAC-SRTP round-trip tests.

	AES-CM packet encrypt/decrypt uses session key + RFC 3711 IV (keystream XOR); prior nested keystream-as-key broke Chrome SRTP/SRTCP bodies while HMAC still passed. SRTCP respects E=0 and rejects decode leftovers. Opus stereo encode uses samples-per-channel frame_size; driver rejects bad PCM length and failed create/encode/decode without allocating negative binaries. Codec.init/1 stops on a non-empty driver load error list. RTP RFC 3550 padding strip/append; Rtp.decode/1 returns {:error, :invalid | :padding} instead of raising on truncated packets. SRTP HMAC failure is {:error, :auth}; RTP packet AES no longer passes a KDF label. SRTCP derives labels 0x03-0x05, uses the trailer index, and increments rtcp_idx on encrypt.

	PCMU/PCMA encode reject odd PCM without bad alloc. G.722 CMD_SETUP selects SpanDSP 8 kHz (G722_SAMPLE_RATE_8000) or 16 kHz PCM mode; encode/decode guard NULL state and odd PCM. Codec.get_priv/0 uses :code.priv_dir(:xmedialib); default_codecs/0 charlists; is_supported includes { ~c"G722", 16000, 1 }.

	Package docs aligned to uniform shape (## What problem this solves, ## RFCs, @doc / @typedoc / ## Fields). This will hopefully drive interest and collaboration to the project from those external to Xirsys.


27-08-2026 - 0.2.0. RFC 8489: MESSAGE-INTEGRITY-SHA256 (integrity: :sha256), PASSWORD-ALGORITHM(S), USERHASH, ALTERNATE-DOMAIN attrs; opaque_string/1 for XTURN 2.0.
27-08-2026 - 0.2.0. STUN codec is not a drop-in for 0.1.4: decode returns {:error, :fingerprint | :integrity | :malformed} instead of raising; unknown required attrs are listed on unknown_required (not integer keys in attrs); two or more XOR-PEER-ADDRESS / XOR-RELAYED-ADDRESS values decode as a list. RFC 5389 verify/malformed handling and RFC 5766 multi-value XOR addresses.
22-07-2019 - Stun should not hash its passed key. Disable fingerprint check for now. Fix too-short packets from LibJingle.
19-07-2019 - Package for deploy to hex.pm
22-01-2019 - Fully port Peter Lemenkov's RtpLib
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XMediaLib is a media and signaling toolkit for VoIP and WebRTC applications.
It provides wire-format helpers and optional native codecs so Erlang/Elixir
nodes can parse, generate, and transform the protocols that carry real-time
audio and video: RTP/RTCP, SRTP, STUN/TURN, SDP, SIP, and ZRTP.
What problem this solves
Building a phone or conference app means more than HTTP. Peers must agree on
codecs and network paths (SDP, ICE), authenticate and encrypt media (DTLS-SRTP
in WebRTC, or ZRTP as an in-band alternative that does not rely on a central
certificate authority), and move packets through NAT (STUN/TURN). XMediaLib
packages those building blocks as pure Elixir modules plus optional NIF-backed
drivers where performance matters.
Main modules
	XMediaLib.Codec -- audio encode/decode via native port drivers (G.711,
G.722, Opus, and others). Opus in-band FEC/PLC via set_inband_fec/2,
decode_fec/2, decode_plc/1; fmtp parse in XMediaLib.Codec.OpusFmtp.
	XMediaLib.Rtp / XMediaLib.Rtcp -- RFC 3550 RTP and RTCP framing.
	XMediaLib.Srtp -- SRTP protect/unprotect after key agreement.
	XMediaLib.Stun -- STUN/TURN message encode and decode.
	XMediaLib.SDP -- session description parse and encode.
	XMediaLib.SIP -- SIP message helpers.
	XMediaLib.Zrtp / XMediaLib.ZrtpFsm / XMediaLib.ZrtpCrypto -- ZRTP
packet codec, key derivation, and handshake state machine.
	XMediaLib.SAS -- Short Authentication String rendering for ZRTP.
	XMediaLib.CRC32C -- Castagnoli CRC-32C (ZRTP packet trailer; SCTP-style).
	XMediaLib.TestUtils -- lab helpers for codec golden-file checks (not for
production wire paths).

RFCs
Codecs and media:
	RFC 3551 (RTP profile, static payload types including PCMU/PCMA)
	RFC 3550 (RTP and RTCP)
	RFC 3711 (SRTP)
	ITU-T G.711 (PCMU/PCMA), ITU-T G.722, ITU-T G.729
	RFC 6716 (Opus)
	RFC 4867 (Speex over RTP), RFC 3951 (iLBC)

Signaling and connectivity:
	RFC 8866 / RFC 4566 (SDP)
	RFC 3261 (SIP)
	RFC 8489 (STUN), RFC 8656 (TURN)

ZRTP and related:
	RFC 6189 (ZRTP: Media Path Key Agreement for Unicast Secure RTP)
	RFC 3526 / RFC 5114 (DH groups referenced by ZRTP)
	RFC 8265 (SAS rendering, Base32 alphabet for human-readable strings)
	CRC-32C (Castagnoli); see RFC 3385 / RFC 4960 / RFC 3720 B.4. STUN
FINGERPRINT (RFC 8489) uses CRC-32 via :erlang.crc32/1, not this module.
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Castagnoli CRC-32 (CRC32C) over binary data.
What problem this solves
ZRTP appends a CRC-32C trailer to each packet so peers can reject corrupted
handshake bytes before cryptography runs. SCTP and other stacks use the same
Castagnoli polynomial. This module exposes that digest as a 4-byte binary for
XMediaLib.Zrtp encode/decode when the optional NIF is built.
Real-time media stacks use checksums to detect corrupted packets on the wire.
SCTP specifies CRC32C (polynomial 0x1EDC6F41, reflected form 0x82F63B78). This
module computes that digest in native code when the optional NIF is built;
otherwise the stub returns "NIF library not loaded".
The digest is returned as a 4-byte big-endian binary (network byte order),
matching common on-the-wire layouts.
RFCs
	RFC 4960 (SCTP) - CRC32C for
SCTP chunk checksums
	RFC 3385 - Internet checksum
alternatives; documents CRC32C properties
	RFC 3720 appendix B.4 - CRC32C
test vectors (iSCSI)
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        crc32c(param)

      


        Computes CRC32C for data.
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      crc32c(param)



        
          
        

    

  


  

Computes CRC32C for data.
Returns a 4-byte binary digest. Requires the crc32c_nif shared library
(see priv/crc32c_nif and the Makefile in c_src/).
Examples
iex> XMediaLib.CRC32C.crc32c(:binary.copy(<<0>>, 32))
<<0xAA, 0x36, 0x91, 0x8A>>

iex> XMediaLib.CRC32C.crc32c(:binary.copy(<<0xFF>>, 32))
<<0x43, 0xAB, 0xA8, 0x62>>
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Audio codec encode/decode via Erlang port drivers.
What problem this solves
VoIP and WebRTC endpoints must turn microphone PCM into compressed frames (and
back) before wrapping them in RTP. Native codec drivers are faster than pure
Elixir for G.711, Opus, and similar formats. This module starts a linked port
per codec instance so BEAM nodes can transcode inside an SFU, gateway, or test
harness. Pair it with XMediaLib.Rtp for payload types and
XMediaLib.Codec.OpusFmtp for Opus SDP tuning.
Each codec runs in a linked GenServer that loads a native driver from
priv/ and optionally resamples PCM before encode. Opus supports runtime
set_bitrate/2 (OPUS_SET_BITRATE), set_inband_fec/2,
set_packet_loss_perc/2, decode_plc/1, and decode_fec/2 (RFC 6716
in-band FEC / PLC). Use this when you need real transcoding inside the
BEAM; for SDP payload-type names only, see RTP helpers in XMediaLib.Rtp.
Parse Opus fmtp with XMediaLib.Codec.OpusFmtp then apply FEC yourself
after start_link/1.
Supported formats are {name, sample_rate_hz, channels} charlist triples,
for example {~c"PCMU", 8000, 1}.
RFCs
	RFC 3551 (static RTP payload types: PCMU, PCMA, G722, G729, ...)
	ITU-T G.711 (PCMU/PCMA), G.722, G.729
	RFC 6716 (Opus; in-band FEC and PLC)
	RFC 7587 (Opus RTP / fmtp)
	RFC 3951 (iLBC), RFC 4867 (Speex)
	IMA ADPCM (DVI4), GSM 06.10 (GSM)


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Runtime state for a codec port.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(codec)

      


        Stops a codec server and closes its ports.



    


    
      
        decode(codec, payload)

      


        Decodes a compressed payload to {pcm_binary, sample_rate, channels, bits}.



    


    
      
        decode_fec(codec, payload)

      


        Recovers the previous lost Opus frame using in-band FEC from payload
(opus_decode with fec=1).



    


    
      
        decode_plc(codec)

      


        Generates one Opus PLC concealment frame from decoder state
(opus_decode with a NULL packet).



    


    
      
        default_codecs()

      


        Returns a small list of common codec triples used in tests and examples.



    


    
      
        encode(codec, arg)

      


        Encodes PCM to the codec's wire format.



    


    
      
        is_supported(v)

      


        Returns whether {format, sample_rate, channels} is supported by a driver.



    


    
      
        set_bitrate(codec, bps)

      


        Sets the encoder target bitrate in bits per second (Opus only).



    


    
      
        set_inband_fec(codec, enabled?)

      


        Enables or disables Opus in-band FEC on the encoder (OPUS_SET_INBAND_FEC).



    


    
      
        set_packet_loss_perc(codec, perc)

      


        Sets expected packet loss percent for the Opus encoder
(OPUS_SET_PACKET_LOSS_PERC, 0..100).



    


    
      
        start_link(c)

      


        Starts a codec GenServer.
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      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Codec{
  channels: pos_integer(),
  port: port(),
  resampler: port(),
  resolution: pos_integer(),
  samplerate: pos_integer(),
  type: charlist()
}


      


Runtime state for a codec port.
Fields
	port - Erlang port to the codec driver	type - codec name charlist (e.g. ~c"PCMU")
	samplerate - native sample rate in Hz
	channels - channel count (1 = mono)
	resolution - bits per sample (16 today)
	resampler - port to resampler_drv for rate conversion on encode




  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(codec)



        
          
        

    

  


  

Stops a codec server and closes its ports.

  



  
    
      
    
    
      decode(codec, payload)



        
          
        

    

  


  

Decodes a compressed payload to {pcm_binary, sample_rate, channels, bits}.
Returns {:ok, tuple} or {:error, :codec_error}.

  



  
    
      
    
    
      decode_fec(codec, payload)



        
          
        

    

  


  

      

          @spec decode_fec(pid(), binary()) ::
  {:ok, {binary(), pos_integer(), pos_integer(), pos_integer()}}
  | {:error, :unsupported | :codec_error}


      


Recovers the previous lost Opus frame using in-band FEC from payload
(opus_decode with fec=1).
Call this on the next packet after a loss, then call decode/2 on the
same payload for the current frame. Non-Opus returns
{:error, :unsupported}.

  



  
    
      
    
    
      decode_plc(codec)



        
          
        

    

  


  

      

          @spec decode_plc(pid()) ::
  {:ok, {binary(), pos_integer(), pos_integer(), pos_integer()}}
  | {:error, :unsupported | :codec_error}


      


Generates one Opus PLC concealment frame from decoder state
(opus_decode with a NULL packet).
Frame length matches the last successful decode, or 20 ms at the codec
sample rate when no prior decode exists. Non-Opus returns
{:error, :unsupported}.

  



  
    
      
    
    
      default_codecs()



        
          
        

    

  


  

Returns a small list of common codec triples used in tests and examples.
Examples
iex> {name, rate, ch} = hd(XMediaLib.Codec.default_codecs())
iex> name
~c"PCMU"
iex> rate
8000
iex> ch
1

  



  
    
      
    
    
      encode(codec, arg)



        
          
        

    

  


  

Encodes PCM to the codec's wire format.
The second argument is {pcm_binary, sample_rate, channels, bits_per_sample}.
When sample rate or channels differ from the server config, input is resampled
before encode. Returns {:ok, compressed} or {:error, :codec_error}.

  



  
    
      
    
    
      is_supported(v)



        
          
        

    

  


  

Returns whether {format, sample_rate, channels} is supported by a driver.
Examples
iex> XMediaLib.Codec.is_supported({~c"PCMU", 8000, 1})
true

iex> XMediaLib.Codec.is_supported({~c"PCMU", 48000, 1})
false

iex> XMediaLib.Codec.is_supported({~c"OPUS", 48000, 2})
true

  



  
    
      
    
    
      set_bitrate(codec, bps)



        
          
        

    

  


  

      

          @spec set_bitrate(pid(), pos_integer()) :: :ok | {:error, :unsupported | :codec_error}


      


Sets the encoder target bitrate in bits per second (Opus only).
Returns :ok, {:error, :unsupported} for non-Opus codecs, or
{:error, :codec_error} when the driver rejects the value.

  



  
    
      
    
    
      set_inband_fec(codec, enabled?)



        
          
        

    

  


  

      

          @spec set_inband_fec(pid(), boolean()) :: :ok | {:error, :unsupported | :codec_error}


      


Enables or disables Opus in-band FEC on the encoder (OPUS_SET_INBAND_FEC).
Non-Opus codecs return {:error, :unsupported} (no silent no-op). Pair with
set_packet_loss_perc/2 so the encoder actually emits FEC. Parse SDP with
XMediaLib.Codec.OpusFmtp and call this when useinbandfec is true.

  



  
    
      
    
    
      set_packet_loss_perc(codec, perc)



        
          
        

    

  


  

      

          @spec set_packet_loss_perc(pid(), integer()) ::
  :ok | {:error, :unsupported | :codec_error}


      


Sets expected packet loss percent for the Opus encoder
(OPUS_SET_PACKET_LOSS_PERC, 0..100).
Used with in-band FEC so the encoder budgets redundancy. Out-of-range values
return {:error, :codec_error}. Non-Opus returns {:error, :unsupported}.

  



  
    
      
    
    
      start_link(c)



        
          
        

    

  


  

Starts a codec GenServer.
Accepts {format, sample_rate, channels} or an integer key into the process
dictionary (test helper). Returns {:ok, pid} or {:stop, :unsupported}.

  


        

      


  

    
XMediaLib.Codec.OpusFmtp 
    



      
Parse Opus a=fmtp parameter strings for codec setup.
What problem this solves
SDP stores Opus options as an opaque string (e.g.
minptime=10;useinbandfec=1). Callers that open XMediaLib.Codec need a
small decoder of those knobs (for want of a better word) before calling
set_inband_fec/2. This module does not touch the port; apply results
yourself after start_link/1.
RFCs
	RFC 7587 -- Opus RTP payload /
fmtp (useinbandfec, minptime, ...)
	RFC 6716 -- Opus codec


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Parsed Opus fmtp fields used by Codec setup.



    





  
    Functions
  


    
      
        parse(params)

      


        Parses an Opus fmtp parameter string into %{useinbandfec, minptime}.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{useinbandfec: boolean(), minptime: pos_integer() | nil}


      


Parsed Opus fmtp fields used by Codec setup.
Fields
	:useinbandfec - true when useinbandfec=1
	:minptime - integer ms when present and parseable; otherwise nil


  


        

      

      
        Functions


        


  
    
      
    
    
      parse(params)



        
          
        

    

  


  

      

          @spec parse(binary() | nil) :: t()


      


Parses an Opus fmtp parameter string into %{useinbandfec, minptime}.
Unknown keys are ignored. Missing useinbandfec is false. Invalid
minptime becomes nil.
Examples
iex> XMediaLib.Codec.OpusFmtp.parse("minptime=10;useinbandfec=1")
%{useinbandfec: true, minptime: 10}

  


        

      


  

    
XMediaLib.Rtcp 
    



      
Encode and decode RTP Control Protocol (RTCP) packets.
What problem this solves
RTP carries media; RTCP carries session control: sender and receiver reports,
source descriptions, BYE, and AVPF feedback such as NACK or PLI. An SFU or
endpoint must parse compound RTCP from UDP and generate replies for loss
recovery, bitrate hints, and diagnostics. This module maps wire bytes to typed
structs and back, after SRTCP decryption when keys are available.
RTCP rides alongside RTP on the same UDP session (often the same port when
RFC 5761 mux is enabled). Senders publish statistics; receivers report loss
and jitter; both sides exchange source descriptions (CNAME) and session
teardown (BYE). Feedback packets (NACK, PLI, FIR) support loss recovery and
keyframe requests in video calls.
Wire format: each RTCP packet has a common header (version, type, length) and
a type-specific body. Multiple packets are concatenated into a compound
packet without extra framing; decode/1 walks the buffer recursively.
%XMediaLib.Rtcp{} wraps a list of decoded payload structs in :payloads.
When trailing bytes cannot be parsed (typical for SRTCP ciphertext), decode
sets :encrypted to the original binary and still returns {:ok, _}.
SRTCP decryption belongs in XMediaLib.Srtp before calling decode/1 on
plaintext RTCP.
RFCs
	RFC 3550 - RTCP common format, SR,
RR, SDES, BYE, APP
	RFC 5761 - RTP and RTCP on one port
	RFC 3711 - SRTCP encryption
	RFC 2032 - FIR and NACK (H.261)
	RFC 3611 - RTCP XR
	RFC 4585 - RTP/AVPF feedback (NACK,
PLI, SLI, RPSI, AFB)
	RFC 5450 - inter-arrival jitter
	RFC 5484 - SMPTE timecode
	draft-holmer-rmcat-transport-wide-cc-extensions	transport-wide congestion control feedback (Twcc, RTPFB fmt 15)


	draft-alvestrand-rmcat-remb	Receiver Estimated Maximum Bitrate (Remb, PSFB AFB "REMB")




      


      
        Summary


  
    Types
  


    
      
        t()

      


        Compound RTCP message.



    





  
    Functions
  


    
      
        decode(data)

      


        Decodes a compound RTCP packet (or SRTCP plaintext after XMediaLib.Srtp).



    


    
      
        decode(padding, decoded_rtcps)

      


        Internal accumulator for decode/1; prefer the public decode/1 entry point.



    


    
      
        decode_bye(padding, rc, ret)

      


        Decodes RFC 3550 BYE SSRC list and optional reason text.



    


    
      
        decode_rblocks(data, rc)

      


        Decodes RFC 3550 report blocks from SR/RR packet bodies.



    


    
      
        decode_rblocks(padding, rc, rblocks)

      


        Accumulator clause for decode_rblocks/2.



    


    
      
        decode_sdes_item(rest, items)

      


        Decodes SDES items inside one chunk.



    


    
      
        decode_sdes_items(arg, result)

      


        Decodes RFC 3550 SDES chunks into a list of keyword proplists.



    


    
      
        decode_xrblocks(data, length)

      


        Decodes RFC 3611 XR report blocks from an XR packet body.



    


    
      
        decode_xrblocks(padding, length, xrblocks)

      


        Accumulator clause for decode_xrblocks/2.



    


    
      
        encode(arg1)

      


        Encodes %Rtcp{} or a single RTCP payload struct to binary.



    


    
      
        encode_app(subtype, ssrc, name, data)

      


        Encodes RFC 3550 APP packet.



    


    
      
        encode_bye(ssrcs_list, message_list)

      


        Encodes RFC 3550 BYE for ssrcs_list with optional message charlist.



    


    
      
        encode_fir(ssrc)

      


        Encodes RFC 2032 FIR for ssrc.



    


    
      
        encode_nack(ssrc, fsn, blp)

      


        Encodes RFC 2032 legacy NACK for ssrc.



    


    
      
        encode_rblock(arg1)

      


        Encodes one %Rblock{} or equivalent tuple fields.



    


    
      
        encode_rblock(ssrc, fl, cnpl, ehsnr, ij, lsr, dlsr)

      


        Encodes one report block from raw field values.



    


    
      
        encode_rblocks(rblocks)

      


        Encodes a list of %Rblock{} structs.



    


    
      
        encode_rr(ssrc, report_blocks)

      


        Encodes RFC 3550 Receiver Report with report_blocks.



    


    
      
        encode_sdes(sdes_items_list)

      


        Encodes RFC 3550 SDES compound from a list of item proplists.



    


    
      
        encode_sdes_item(atom)

      


        Encodes one SDES item or chunk field.



    


    
      
        encode_sdes_item(sdes_type, value)

      


    


    
      
        encode_sdes_items(sdes_items)

      


        Encodes one SDES chunk (keyword proplist) with 32-bit padding.



    


    
      
        encode_sr(ssrc, ntp, timestamp, packets, octets, report_blocks)

      


        Encodes RFC 3550 Sender Report with report_blocks.



    


    
      
        encode_xr(ssrc, xrblocks)

      


        Encodes RFC 3611 Extended Report with xrblocks.



    


    
      
        encode_xrblock(arg1)

      


        Encodes one %Xrblock{} or {type, ts, data} tuple.



    


    
      
        encode_xrblock(bt, ts, data)

      


        Encodes one XR block; data length must be a multiple of four.



    


    
      
        encode_xrblocks(xrblocks)

      


        Encodes a list of %Xrblock{} structs.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtcp{encrypted: binary() | nil, payloads: [struct()]}


      


Compound RTCP message.
Fields
	:payloads - list of decoded packet structs (Sr, Rr, Sdes, etc.)
	:encrypted - original binary when trailing SRTCP bytes could not be parsed


  


        

      

      
        Functions


        


  
    
      
    
    
      decode(data)



        
          
        

    

  


  

Decodes a compound RTCP packet (or SRTCP plaintext after XMediaLib.Srtp).
Returns {:ok, %Rtcp{}}. Unparsed trailing bytes set :encrypted on the struct.
Examples
iex> fir = %XMediaLib.Rtcp.Fir{ssrc: 4096}
iex> bin = XMediaLib.Rtcp.encode(fir)
iex> {:ok, %XMediaLib.Rtcp{payloads: [decoded]}} = XMediaLib.Rtcp.decode(bin)
iex> decoded.ssrc
4096

  



  
    
      
    
    
      decode(padding, decoded_rtcps)



        
          
        

    

  


  

Internal accumulator for decode/1; prefer the public decode/1 entry point.

  



  
    
      
    
    
      decode_bye(padding, rc, ret)



        
          
        

    

  


  

Decodes RFC 3550 BYE SSRC list and optional reason text.

  



  
    
      
    
    
      decode_rblocks(data, rc)



        
          
        

    

  


  

Decodes RFC 3550 report blocks from SR/RR packet bodies.
Returns {rblocks, padding} where padding is any unconsumed tail bytes.

  



  
    
      
    
    
      decode_rblocks(padding, rc, rblocks)



        
          
        

    

  


  

Accumulator clause for decode_rblocks/2.

  



  
    
      
    
    
      decode_sdes_item(rest, items)



        
          
        

    

  


  

Decodes SDES items inside one chunk.
Returns {items, rest} when the chunk ends; recurses for known item types.
Handles a known AddPac CNAME quirk with extra padding.

  



  
    
      
    
    
      decode_sdes_items(arg, result)



        
          
        

    

  


  

Decodes RFC 3550 SDES chunks into a list of keyword proplists.

  



  
    
      
    
    
      decode_xrblocks(data, length)



        
          
        

    

  


  

Decodes RFC 3611 XR report blocks from an XR packet body.

  



  
    
      
    
    
      decode_xrblocks(padding, length, xrblocks)



        
          
        

    

  


  

Accumulator clause for decode_xrblocks/2.

  



  
    
      
    
    
      encode(arg1)



        
          
        

    

  


  

Encodes %Rtcp{} or a single RTCP payload struct to binary.
When :encrypted is set, returns that binary unchanged (already SRTCP).
Examples
iex> bye = %XMediaLib.Rtcp.Bye{ssrc: [1, 2], message: ~c"done"}
iex> bin = XMediaLib.Rtcp.encode(bye)
iex> {:ok, rtcp} = XMediaLib.Rtcp.decode(bin)
iex> [decoded] = rtcp.payloads
iex> decoded.ssrc
[1, 2]

  



  
    
      
    
    
      encode_app(subtype, ssrc, name, data)



        
          
        

    

  


  

Encodes RFC 3550 APP packet.
name must be exactly four bytes; data length must be a multiple of four.
Returns binary or {:error, :bad_data}.

  



  
    
      
    
    
      encode_bye(ssrcs_list, message_list)



        
          
        

    

  


  

Encodes RFC 3550 BYE for ssrcs_list with optional message charlist.

  



  
    
      
    
    
      encode_fir(ssrc)



        
          
        

    

  


  

Encodes RFC 2032 FIR for ssrc.

  



  
    
      
    
    
      encode_nack(ssrc, fsn, blp)



        
          
        

    

  


  

Encodes RFC 2032 legacy NACK for ssrc.

  



  
    
      
    
    
      encode_rblock(arg1)



        
          
        

    

  


  

Encodes one %Rblock{} or equivalent tuple fields.

  



  
    
      
    
    
      encode_rblock(ssrc, fl, cnpl, ehsnr, ij, lsr, dlsr)



        
          
        

    

  


  

Encodes one report block from raw field values.

  



  
    
      
    
    
      encode_rblocks(rblocks)



        
          
        

    

  


  

Encodes a list of %Rblock{} structs.

  



  
    
      
    
    
      encode_rr(ssrc, report_blocks)



        
          
        

    

  


  

Encodes RFC 3550 Receiver Report with report_blocks.

  



  
    
      
    
    
      encode_sdes(sdes_items_list)



        
          
        

    

  


  

Encodes RFC 3550 SDES compound from a list of item proplists.

  



  
    
      
    
    
      encode_sdes_item(atom)



        
          
        

    

  


  

Encodes one SDES item or chunk field.
Accepts :ssrc, :cname, :name, :email, :phone, :loc, :tool,
:note, :priv, :eof, or a raw type octet with binary value.

  



  
    
      
    
    
      encode_sdes_item(sdes_type, value)



        
          
        

    

  


  


  



  
    
      
    
    
      encode_sdes_items(sdes_items)



        
          
        

    

  


  

Encodes one SDES chunk (keyword proplist) with 32-bit padding.

  



  
    
      
    
    
      encode_sr(ssrc, ntp, timestamp, packets, octets, report_blocks)



        
          
        

    

  


  

Encodes RFC 3550 Sender Report with report_blocks.

  



  
    
      
    
    
      encode_xr(ssrc, xrblocks)



        
          
        

    

  


  

Encodes RFC 3611 Extended Report with xrblocks.

  



  
    
      
    
    
      encode_xrblock(arg1)



        
          
        

    

  


  

Encodes one %Xrblock{} or {type, ts, data} tuple.

  



  
    
      
    
    
      encode_xrblock(bt, ts, data)



        
          
        

    

  


  

Encodes one XR block; data length must be a multiple of four.

  



  
    
      
    
    
      encode_xrblocks(xrblocks)



        
          
        

    

  


  

Encodes a list of %Xrblock{} structs.

  


        

      


  

    
XMediaLib.Rtcp.Alfb 
    



      
RFC 4585 Application Layer Feedback (AFB) message.
What problem this solves
Holds Application Layer Feedback payloads nested under RTCP feedback.
Fields
	:ssrc_s - feedback sender SSRC
	:ssrc_m - media SSRC
	:data - opaque application-defined bytes

RFCs
	RFC 4585


      




  

    
XMediaLib.Rtcp.App 
    



      
RFC 3550 Application-defined (APP) packet.
What problem this solves
Holds application-defined RTCP APP packets with a four-character name.
Fields
	:subtype - 5-bit subtype field
	:ssrc - sender SSRC
	:name - four ASCII name octets
	:data - opaque application data

RFCs
	RFC 3550


      




  

    
XMediaLib.Rtcp.Avb 
    



      
IEEE 1733 Audio Video Bridging (AVB) RTCP payload.
What problem this solves
Holds IEEE 1733 AVB timing feedback carried in RTCP.
Fields
	:ssrc - sender SSRC
	:name, :gmtbi, :gmid, :sid - stream identification
	:astime, :rtptime - timing fields

RFCs
	IEEE 1733


      




  

    
XMediaLib.Rtcp.Bye 
    



      
RFC 3550 Goodbye (BYE) when one or more SSRCs leave the session.
What problem this solves
Holds Goodbye SSRCs and optional reason when streams leave a session.
Fields
	:ssrc - SSRC list
	:message - optional reason text as charlist

RFCs
	RFC 3550


      




  

    
XMediaLib.Rtcp.Fir 
    



      
RFC 2032 Full INTRA-frame Request (FIR) for H.261.
What problem this solves
Holds Full INTRA-frame Request fields for H.261-style video recovery.
Fields
	:ssrc - media SSRC that should send a keyframe

RFCs
	RFC 2032


      




  

    
XMediaLib.Rtcp.Gnack 
    



      
RFC 4585 Generic NACK (transport-layer feedback).
What problem this solves
Holds Generic NACK PID/BLP pairs for selective retransmission requests.
Fields
	:ssrc_s - feedback sender SSRC
	:ssrc_m - media SSRC
	:list - list of {pid, blp} NACK pairs

RFCs
	RFC 4585


      




  

    
XMediaLib.Rtcp.Nack 
    



      
RFC 2032 Negative Acknowledgement (legacy H.261 NACK).
What problem this solves
Holds legacy H.261 negative acknowledgement fields for lost pictures.
Fields
	:ssrc - media SSRC
	:fsn - first sequence number lost
	:blp - bitmask of following lost packets

RFCs
	RFC 2032


      




  

    
XMediaLib.Rtcp.Pli 
    



      
RFC 4585 Picture Loss Indication (PLI).
What problem this solves
Holds Picture Loss Indication sender/media SSRCs for keyframe requests.
Fields
	:ssrc_s - feedback sender SSRC
	:ssrc_m - media SSRC

RFCs
	RFC 4585


      




  

    
XMediaLib.Rtcp.Rblock 
    



      
RFC 3550 reception report block embedded in SR or RR.
What problem this solves
Holds one RFC 3550 reception report block embedded in SR or RR.
Fields
	:ssrc - source being reported
	:fraction - loss fraction since prior report
	:lost - cumulative packets lost (24-bit signed)
	:last_seq - extended highest sequence number received
	:jitter - interarrival jitter estimate
	:lsr - middle 32 bits of NTP from last SR
	:dlsr - delay since that SR

RFCs
	RFC 3550


      




  

    
XMediaLib.Rtcp.Remb 
    



      
Receiver Estimated Maximum Bitrate (draft-alvestrand-rmcat-remb).
What problem this solves
Holds Receiver Estimated Maximum Bitrate feedback for congestion control.
Encoded as PSFB Application Layer Feedback (FMT 15) with unique id "REMB".
Fields
	:ssrc_s - SSRC of the packet sender
	:ssrc_m - media source SSRC (often 0 for REMB)
	:bitrate - estimated maximum bitrate in bits per second
	:ssrcs - media SSRCs the estimate applies to

RFCs
	draft-alvestrand-rmcat-remb (REMB)


      




  

    
XMediaLib.Rtcp.Rpsi 
    



      
RFC 4585 Reference Picture Selection Indication (RPSI).
What problem this solves
Holds Reference Picture Selection Indication payload for codec recovery.
Fields
	:ssrc_s - feedback sender SSRC
	:ssrc_m - media SSRC
	:type - RTP payload type of referenced media
	:bitlength - payload bit length
	:payload - bitstring payload

RFCs
	RFC 4585


      




  

    
XMediaLib.Rtcp.Rr 
    



      
RFC 3550 Receiver Report (RR) with optional RFC 5450 inter-arrival jitter in :ijs.
What problem this solves
Holds Receiver Report reception statistics for congestion and quality feedback.
Fields
	:ssrc - reporter SSRC
	:rblocks - reception statistics
	:ijs - inter-arrival jitter values

RFCs
	RFC 3550
	RFC 5450 (optional inter-arrival jitter)


      




  

    
XMediaLib.Rtcp.Sdes 
    



      
RFC 3550 Source Description (SDES) with CNAME and optional items.
What problem this solves
Holds Source Description items such as CNAME for correlating SSRCs.
Fields
	:list - list of keyword chunks (each starts with :ssrc)

RFCs
	RFC 3550


      




  

    
XMediaLib.Rtcp.Sli 
    



      
RFC 4585 Slice Loss Indication (SLI).
What problem this solves
Holds Slice Loss Indication ranges for partial picture repair.
Fields
	:ssrc_s - feedback sender SSRC
	:ssrc_m - media SSRC
	:slis - list of {first, number, picture_id} tuples

RFCs
	RFC 4585


      




  

    
XMediaLib.Rtcp.Smptetc 
    



      
RFC 5484 SMPTE timecode (short or long form).
What problem this solves
Holds SMPTE timecode values carried in RTCP for media sync.
Short form uses :sign, :hours, :minutes, :seconds, :frames.
Long form stores :smpte12m as 64 bits.
Fields
	:ssrc - media SSRC
	:timestamp - RTP timestamp associated with the timecode
	:sign - sign bit (short form)
	:hours, :minutes, :seconds, :frames - short-form timecode parts
	:smpte12m - 64-bit SMPTE 12M timecode (long form)

RFCs
	RFC 5484


      




  

    
XMediaLib.Rtcp.Sr 
    



      
RFC 3550 Sender Report (SR).
What problem this solves
Holds Sender Report timing and counters so receivers can compute RTT and jitter.
Active senders publish NTP/RTP timestamps and counters plus optional
report blocks for sources they receive.
Fields
	:ssrc - sender SSRC
	:ntp - 64-bit NTP timestamp
	:timestamp - RTP timestamp at report time
	:packets - packets sent since last report
	:octets - payload octets sent
	:rblocks - list of %Rblock{}

RFCs
	RFC 3550


      




  

    
XMediaLib.Rtcp.Twcc 
    



      
Transport-wide congestion control feedback (draft-holmer transport-cc).
What problem this solves
Holds transport-wide congestion control feedback packet fields.
RTPFB FMT 15. Packet status chunks and receive deltas after the fixed
header are kept as opaque :fci for round-trip fidelity; callers that
build feedback pack their own FCI bytes.
Fields
	:ssrc_s - SSRC of the packet sender
	:ssrc_m - SSRC of media source
	:base_seq - base sequence number
	:status_count - packet status count
	:ref_time - 24-bit reference time
	:fb_count - feedback packet count
	:fci - remaining FCI (status chunks + recv deltas), 32-bit padded

RFCs
	draft-holmer-rmcat-transport-wide-cc-extensions


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Transport-wide CC feedback packet.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtcp.Twcc{
  base_seq: non_neg_integer() | nil,
  fb_count: non_neg_integer() | nil,
  fci: binary(),
  ref_time: non_neg_integer() | nil,
  ssrc_m: non_neg_integer() | nil,
  ssrc_s: non_neg_integer() | nil,
  status_count: non_neg_integer() | nil
}


      


Transport-wide CC feedback packet.
Fields
	:ssrc_s - SSRC of the packet sender
	:ssrc_m - SSRC of media source
	:base_seq - base sequence number
	:status_count - packet status count
	:ref_time - 24-bit reference time
	:fb_count - feedback packet count
	:fci - remaining FCI (status chunks + recv deltas), 32-bit padded


  


        

      


  

    
XMediaLib.Rtcp.TwccFci 
    



      
Parses and packs transport-wide CC feedback FCI (status chunks + recv deltas).
What problem this solves
%XMediaLib.Rtcp.Twcc{} keeps :fci opaque for round-trip fidelity. Senders
that estimate bitrate from subscriber feedback need structured
{twcc_seq, status, recv_delta_us} rows. This module implements draft-holmer
packet status chunks and receive deltas (units of 250 us).
RFCs
	draft-holmer-rmcat-transport-wide-cc-extensions


      


      
        Summary


  
    Types
  


    
      
        pack_item()

      


        Pack input: status alone or {status, delta_units} for received-with-delta.



    


    
      
        packet()

      


        One feedback row: transport-wide seq, status, recv delta in us (or nil).



    


    
      
        status()

      


        Packet status symbol from a status chunk.



    





  
    Functions
  


    
      
        pack(items)

      


        Packs status + delta items into a padded FCI binary (for tests and emitters).



    


    
      
        parse(arg1)

      


        Parses twcc.fci into status_count rows starting at base_seq.



    





      


      
        Types


        


  
    
      
    
    
      pack_item()



        
          
        

    

  


  

      

          @type pack_item() ::
  :not_received
  | :received_no_delta
  | {:received_small, integer()}
  | {:received_large, integer()}


      


Pack input: status alone or {status, delta_units} for received-with-delta.

  



  
    
      
    
    
      packet()



        
          
        

    

  


  

      

          @type packet() :: {non_neg_integer(), status(), integer() | nil}


      


One feedback row: transport-wide seq, status, recv delta in us (or nil).

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :not_received | :received_small | :received_large | :received_no_delta


      


Packet status symbol from a status chunk.

  


        

      

      
        Functions


        


  
    
      
    
    
      pack(items)



        
          
        

    

  


  

      

          @spec pack([pack_item()]) :: binary()


      


Packs status + delta items into a padded FCI binary (for tests and emitters).
Homogeneous runs use run-length chunks; short mixed windows use 2-bit
status vector chunks (7 symbols each).

  



  
    
      
    
    
      parse(arg1)



        
          
        

    

  


  

      

          @spec parse(XMediaLib.Rtcp.Twcc.t()) :: {:ok, [packet()]} | {:error, :truncated}


      


Parses twcc.fci into status_count rows starting at base_seq.
Recv deltas are converted from 250 us units to microseconds. Returns
{:error, :truncated} when chunks or deltas run out early.

  


        

      


  

    
XMediaLib.Rtcp.Xr 
    



      
RFC 3611 Extended Report (XR) with typed report blocks.
What problem this solves
Holds Extended Report blocks beyond basic SR/RR statistics.
Fields
	:ssrc - reporter SSRC
	:xrblocks - list of %Xrblock{}

RFCs
	RFC 3611


      




  

    
XMediaLib.Rtcp.Xrblock 
    



      
RFC 3611 XR report block body.
What problem this solves
Holds one RFC 3611 XR report block body.
Fields
	:type - block type (BT)
	:ts - type-specific octet
	:data - block-specific data, length multiple of four

RFCs
	RFC 3611


      




  

    
XMediaLib.Rtp 
    



      
Encode and decode Real-time Transport Protocol (RTP) packets.
What problem this solves
Every audio or video frame in a VoIP or WebRTC call travels inside RTP packets
on UDP. Application code must read sequence numbers, timestamps, payload types,
and optional header extensions without reimplementing RFC 3550 bit layouts.
This module decodes incoming bytes into %XMediaLib.Rtp{}, encodes outbound
media, and helps classify STUN, ZRTP, or RTCP when those protocols share the
same port.
RTP carries timed media (audio, video) over UDP. Each packet has a small
fixed header (version, sequence number, timestamp, synchronization source
identifier) plus an opaque payload interpreted by the codec named in the
payload type field. Receivers use the sequence number to detect loss and
the timestamp to play samples at the right rate.
This module maps between on-the-wire binaries and %XMediaLib.Rtp{} structs.
It also exposes helpers for common telephony payloads (DTMF events, redundant
encoding) and static payload type constants from RFC 3551.
SRTP note: encrypted RTP must be classified before decryption (see RFC
7983 demux and RFC 5761 RTCP-mux). Do not rely on decode/1 alone to tell
SRTP ciphertext from plaintext RTP; decrypt first, then decode. Convenience
clauses in decode/1 still recognize plaintext RTCP (RFC 5761 PT range),
STUN, and ZRTP when those protocols share the same UDP port.
Nested structs:
	%XMediaLib.Rtp.Extension{} - RFC 3550 header extension block
	%XMediaLib.Rtp.Dtmf{} - RFC 4733 telephone-event payload
	%XMediaLib.Rtp.Tone{} - RFC 4733 tone payload

RFCs
	RFC 3550 - RTP
	RFC 3551 - static payload types
	RFC 5761 - RTP/RTCP multiplexing
	RFC 7983 - STUN/RTP/DTLS demux
	RFC 2198 - redundant audio data
	RFC 2833 / RFC 4733 - DTMF and tones
	RFC 5285 / RFC 8285 - header extensions (see XMediaLib.Rtp.HeaderExtension)


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Parsed RTP packet.



    





  
    Functions
  


    
      
        decode(bin)

      


        Decodes one RTP packet (or plaintext RTCP/STUN/ZRTP via convenience clauses).



    


    
      
        decode_dtmf(arg)

      


        Decodes an RFC 4733 telephone-event (DTMF) payload.



    


    
      
        decode_extension(data, int)

      


        Parses or skips the RFC 3550 header extension.



    


    
      
        decode_red(redundant_payload)

      


        Decodes an RFC 2198 redundant audio payload into a list of blocks.



    


    
      
        decode_red_headers(arg, headers)

      


        Decodes RFC 2198 redundant block headers from data, accumulating headers.



    


    
      
        decode_red_payload(headers, payload)

      


        Extracts redundant payloads using headers from decode_red_headers/2.



    


    
      
        decode_red_payload(list, data, payloads)

      


        Internal accumulator clause for decode_red_payload/2.



    


    
      
        decode_tone(arg)

      


        Decodes an RFC 4733 tone payload.



    


    
      
        encode(rtp)

      


        Encodes %Rtp{} (or STUN/ZRTP/RTCP structs).



    


    
      
        encode_dtmf(dtmf)

      


        Encodes %Dtmf{} as RFC 4733 telephone-event octets.



    


    
      
        encode_extension(arg1)

      


        Encodes an RFC 3550 header extension.



    


    
      
        encode_red(redundant_payloads)

      


        Encodes RFC 2198 redundant payloads.



    


    
      
        encode_red(list, headers_binary, payload_binary)

      


        Internal accumulator clause for encode_red/1.



    


    
      
        encode_tone(tone)

      


        Encodes %Tone{} as RFC 4733 tone octets.



    


    
      
        rtp_payload_celb()

      


        Static payload type for CellB video (RFC 2029).



    


    
      
        rtp_payload_cn()

      


        Static payload type for comfort noise (RFC 3389).



    


    
      
        rtp_payload_dvi4_8khz()

      


        Static payload type for DVI4 at 8 kHz (RFC 3551).



    


    
      
        rtp_payload_dvi4_11khz()

      


        Static payload type for DVI4 at 11.025 kHz (RFC 3551).



    


    
      
        rtp_payload_dvi4_16khz()

      


        Static payload type for DVI4 at 16 kHz (RFC 3551).



    


    
      
        rtp_payload_dvi4_22khz()

      


        Static payload type for DVI4 at 22.05 kHz (RFC 3551).



    


    
      
        rtp_payload_g722()

      


        Static payload type for G.722 (RFC 3551).



    


    
      
        rtp_payload_g723()

      


        Static payload type for G.723.1 (RFC 3551).



    


    
      
        rtp_payload_g728()

      


        Static payload type for G.728 (RFC 3551).



    


    
      
        rtp_payload_g729()

      


        Static payload type for G.729 (RFC 3551).



    


    
      
        rtp_payload_gsm()

      


        Static payload type for GSM full rate (RFC 3551).



    


    
      
        rtp_payload_h261()

      


        Static payload type for H.261 video (RFC 4587).



    


    
      
        rtp_payload_h263()

      


        Static payload type for H.263 video (RFC 3551).



    


    
      
        rtp_payload_jpeg()

      


        Static payload type for JPEG video (RFC 2435).



    


    
      
        rtp_payload_l16_1ch()

      


        Static payload type for 16-bit linear PCM mono (RFC 3551).



    


    
      
        rtp_payload_l16_2ch()

      


        Static payload type for 16-bit linear PCM stereo (RFC 3551).



    


    
      
        rtp_payload_lpc()

      


        Static payload type for LPC (RFC 3551).



    


    
      
        rtp_payload_mp2t()

      


        Static payload type for MPEG-2 transport (RFC 2250).



    


    
      
        rtp_payload_mpa()

      


        Static payload type for MPEG audio (RFC 3551).



    


    
      
        rtp_payload_mpv()

      


        Static payload type for MPEG video (RFC 2250).



    


    
      
        rtp_payload_nv()

      


        Static payload type for nv video (RFC 3551).



    


    
      
        rtp_payload_pcma()

      


        Static payload type for G.711 A-law (PCMA) (RFC 3551).



    


    
      
        rtp_payload_pcmu()

      


        Static RTP payload type constants (RFC 3551).



    


    
      
        rtp_payload_qcelp()

      


        Static payload type for QCELP (RFC 3551).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtp{
  csrcs: [non_neg_integer()],
  extension: Extension.t() | nil,
  marker: 0 | 1,
  padding: 0 | 1,
  payload: binary() | Dtmf.t() | Tone.t(),
  payload_type: non_neg_integer() | nil,
  sequence_number: non_neg_integer() | nil,
  ssrc: non_neg_integer() | nil,
  timestamp: non_neg_integer() | nil
}


      


Parsed RTP packet.
Fields
	:padding - 1 when padding octets follow the payload (RFC 3550 pt.5.1)
	:marker - profile-specific marker bit (often frame boundary for video)
	:payload_type - 7-bit static or dynamic payload type (RFC 3551)
	:sequence_number - 16-bit per-SSRC sequence counter
	:timestamp - 32-bit media clock sample associated with this packet
	:ssrc - synchronization source identifier for this stream
	:csrcs - contributing source identifiers (0..15 entries)
	:extension - %XMediaLib.Rtp.Extension{} or nil
	:payload - media bytes, or %Dtmf{} / %Tone{} after dynamic PT decode


  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bin)



        
          
        

    

  


  

Decodes one RTP packet (or plaintext RTCP/STUN/ZRTP via convenience clauses).
Returns {:ok, struct} or {:error, :invalid} / {:error, :padding}.
RTCP is recognized when the payload type is 64-82 (RFC 5761). STUN and ZRTP
are detected by magic cookie patterns.
Examples
iex> rtp = %XMediaLib.Rtp{
...>   padding: 0, marker: 0, payload_type: 111, sequence_number: 1,
...>   timestamp: 0, ssrc: 1, csrcs: [], extension: nil, payload: "hi"
...> }
iex> {:ok, decoded} = rtp |> XMediaLib.Rtp.encode() |> XMediaLib.Rtp.decode()
iex> decoded.payload
"hi"

  



  
    
      
    
    
      decode_dtmf(arg)



        
          
        

    

  


  

Decodes an RFC 4733 telephone-event (DTMF) payload.
Returns {:ok, %Dtmf{}}. Some senders append extra octets; a warning is logged
and the first four octets are retried.
Examples
iex> bin = XMediaLib.Rtp.encode_dtmf(%XMediaLib.Rtp.Dtmf{event: 1, eof: false, volume: 10, duration: 160})
iex> {:ok, dtmf} = XMediaLib.Rtp.decode_dtmf(bin)
iex> {dtmf.event, dtmf.eof, dtmf.duration}
{1, false, 160}

  



  
    
      
    
    
      decode_extension(data, int)



        
          
        

    

  


  

Parses or skips the RFC 3550 header extension.
When extension_flag is 0, returns {:ok, data, nil}. When 1, reads
{type, words} and returns {:ok, remainder, %Extension{}}.
Examples
iex> ext = %XMediaLib.Rtp.Extension{type: 0xBEDE, payload: <<1, 2>>}
iex> {1, wire} = XMediaLib.Rtp.encode_extension(ext)
iex> {:ok, rest, decoded} = XMediaLib.Rtp.decode_extension(wire, 1)
iex> {decoded.type, byte_size(decoded.payload), rest}
{48862, 4, ""}

  



  
    
      
    
    
      decode_red(redundant_payload)



        
          
        

    

  


  

Decodes an RFC 2198 redundant audio payload into a list of blocks.
Each block is {payload_type, timestamp_offset, payload} where
timestamp_offset is 0 for the primary block.

  



  
    
      
    
    
      decode_red_headers(arg, headers)



        
          
        

    

  


  

Decodes RFC 2198 redundant block headers from data, accumulating headers.

  



  
    
      
    
    
      decode_red_payload(headers, payload)



        
          
        

    

  


  

Extracts redundant payloads using headers from decode_red_headers/2.

  



  
    
      
    
    
      decode_red_payload(list, data, payloads)



        
          
        

    

  


  

Internal accumulator clause for decode_red_payload/2.

  



  
    
      
    
    
      decode_tone(arg)



        
          
        

    

  


  

Decodes an RFC 4733 tone payload.
Returns {:ok, %Tone{}} with :frequencies extracted from the remainder.

  



  
    
      
    
    
      encode(rtp)



        
          
        

    

  


  

Encodes %Rtp{} (or STUN/ZRTP/RTCP structs).
When padding is 1, appends RFC 3550 padding so the packet length is a
multiple of four octets. %Dtmf{} and %Tone{} payloads are encoded
automatically.
Examples
iex> rtp = %XMediaLib.Rtp{
...>   padding: 0, marker: 0, payload_type: 0, sequence_number: 100,
...>   timestamp: 160, ssrc: 0x01020304, csrcs: [], extension: nil,
...>   payload: <<>>
...> }
iex> bin = XMediaLib.Rtp.encode(rtp)
iex> byte_size(bin)
12

  



  
    
      
    
    
      encode_dtmf(dtmf)



        
          
        

    

  


  

Encodes %Dtmf{} as RFC 4733 telephone-event octets.

  



  
    
      
    
    
      encode_extension(arg1)



        
          
        

    

  


  

Encodes an RFC 3550 header extension.
Returns {extension_flag, binary} where flag is 0 or 1.

  



  
    
      
    
    
      encode_red(redundant_payloads)



        
          
        

    

  


  

Encodes RFC 2198 redundant payloads.
redundant_payloads is a list of {payload_type, timestamp_offset, payload}
with the primary block last (timestamp_offset 0).

  



  
    
      
    
    
      encode_red(list, headers_binary, payload_binary)



        
          
        

    

  


  

Internal accumulator clause for encode_red/1.

  



  
    
      
    
    
      encode_tone(tone)



        
          
        

    

  


  

Encodes %Tone{} as RFC 4733 tone octets.

  



  
    
      
    
    
      rtp_payload_celb()



        
          
        

    

  


  

Static payload type for CellB video (RFC 2029).

  



  
    
      
    
    
      rtp_payload_cn()



        
          
        

    

  


  

Static payload type for comfort noise (RFC 3389).

  



  
    
      
    
    
      rtp_payload_dvi4_8khz()



        
          
        

    

  


  

Static payload type for DVI4 at 8 kHz (RFC 3551).

  



  
    
      
    
    
      rtp_payload_dvi4_11khz()



        
          
        

    

  


  

Static payload type for DVI4 at 11.025 kHz (RFC 3551).

  



  
    
      
    
    
      rtp_payload_dvi4_16khz()



        
          
        

    

  


  

Static payload type for DVI4 at 16 kHz (RFC 3551).

  



  
    
      
    
    
      rtp_payload_dvi4_22khz()



        
          
        

    

  


  

Static payload type for DVI4 at 22.05 kHz (RFC 3551).

  



  
    
      
    
    
      rtp_payload_g722()



        
          
        

    

  


  

Static payload type for G.722 (RFC 3551).

  



  
    
      
    
    
      rtp_payload_g723()



        
          
        

    

  


  

Static payload type for G.723.1 (RFC 3551).

  



  
    
      
    
    
      rtp_payload_g728()



        
          
        

    

  


  

Static payload type for G.728 (RFC 3551).

  



  
    
      
    
    
      rtp_payload_g729()



        
          
        

    

  


  

Static payload type for G.729 (RFC 3551).

  



  
    
      
    
    
      rtp_payload_gsm()



        
          
        

    

  


  

Static payload type for GSM full rate (RFC 3551).

  



  
    
      
    
    
      rtp_payload_h261()



        
          
        

    

  


  

Static payload type for H.261 video (RFC 4587).

  



  
    
      
    
    
      rtp_payload_h263()



        
          
        

    

  


  

Static payload type for H.263 video (RFC 3551).

  



  
    
      
    
    
      rtp_payload_jpeg()



        
          
        

    

  


  

Static payload type for JPEG video (RFC 2435).

  



  
    
      
    
    
      rtp_payload_l16_1ch()



        
          
        

    

  


  

Static payload type for 16-bit linear PCM mono (RFC 3551).

  



  
    
      
    
    
      rtp_payload_l16_2ch()



        
          
        

    

  


  

Static payload type for 16-bit linear PCM stereo (RFC 3551).

  



  
    
      
    
    
      rtp_payload_lpc()



        
          
        

    

  


  

Static payload type for LPC (RFC 3551).

  



  
    
      
    
    
      rtp_payload_mp2t()



        
          
        

    

  


  

Static payload type for MPEG-2 transport (RFC 2250).

  



  
    
      
    
    
      rtp_payload_mpa()



        
          
        

    

  


  

Static payload type for MPEG audio (RFC 3551).

  



  
    
      
    
    
      rtp_payload_mpv()



        
          
        

    

  


  

Static payload type for MPEG video (RFC 2250).

  



  
    
      
    
    
      rtp_payload_nv()



        
          
        

    

  


  

Static payload type for nv video (RFC 3551).

  



  
    
      
    
    
      rtp_payload_pcma()



        
          
        

    

  


  

Static payload type for G.711 A-law (PCMA) (RFC 3551).

  



  
    
      
    
    
      rtp_payload_pcmu()



        
          
        

    

  


  

Static RTP payload type constants (RFC 3551).
Dynamic types 96-127 are negotiated per session (SDP) and have no constants here.
Examples
iex> XMediaLib.Rtp.rtp_payload_pcmu()
0

iex> XMediaLib.Rtp.rtp_payload_pcma()
8

  



  
    
      
    
    
      rtp_payload_qcelp()



        
          
        

    

  


  

Static payload type for QCELP (RFC 3551).

  


        

      


  

    
XMediaLib.Rtp.DependencyDescriptor 
    



      
Dependency Descriptor (DD) RTP header-extension helpers for SFU layer select.
What problem this solves
VP9/AV1 scalable streams may carry spatial and temporal layer ids in the
Dependency Descriptor extension instead of (or in addition to) a codec
payload descriptor. This module extracts layer ids, end-of-frame, and
active-decode-target (ADT) bits, and rewrites ADT for per-subscriber caps.
Formats
	Compact lab (FakePeer): first octet 0xFE, then spatial (3) /
temporal (3).
	Structured lab (tag 0xFD): spatial, temporal, end_of_frame,
frame_number, ADT, dti_not_present, structure flag.
	Chrome/WebRTC: AV1 RTP bit packing via
XMediaLib.Rtp.DependencyDescriptor.Chrome (mandatory header + template
structure + ADT). Requires a cached structure for non-key packets.

RFCs
	RFC 8285 (header extensions)
	AV1 RTP Dependency Descriptor


      


      
        Summary


  
    Types
  


    
      
        descriptor()

      


        Parsed DD fields (lab + Chrome-normalized).



    


    
      
        structure()

      


        Chrome/WebRTC frame dependency structure cached per SSRC.



    





  
    Functions
  


    
      
        chrome_l1t2_structure(structure_id \\ 0)

      


        L1T2 test structure helper.



    


    
      
        chrome_l3t3_structure(structure_id \\ 0)

      


        L3T3 test structure helper.



    


    
      
        encode_chrome(desc, structure)

      


        Encodes Chrome DD from desc and structure (see Chrome.encode/2).



    


    
      
        encode_structured_lab(fields)

      


        Builds structured lab DD element data from a map of fields.



    


    
      
        layers(data)

      


        Parses DD element data into layer ids (lab formats).



    


    
      
        parse(arg1)

      


        Parses lab DD element data (0xFE / 0xFD).



    


    
      
        parse_chrome(data, structure)

      


        Parses Chrome/WebRTC DD bit packing.



    


    
      
        put_extension(rtp, ext_id, data)

      


        Replaces (or inserts) the DD element ext_id on rtp with data.



    


    
      
        read_descriptor(rtp, ext_id)

      


        Reads a full lab descriptor from the DD extension on rtp.



    


    
      
        read_descriptor(rtp, ext_id, structure)

      


        Reads lab or Chrome descriptor.



    


    
      
        read_layers(rtp, ext_id)

      


        Reads spatial / temporal layer ids from the DD extension on rtp.



    


    
      
        read_layers(rtp, ext_id, structure)

      


        Like read_layers/2 with optional Chrome structure cache.



    


    
      
        rewrite_active_decode_targets(data, mask)

      


        Rewrites the ADT bitmask (data AND mask).



    


    
      
        rewrite_active_decode_targets(data, mask, structure)

      


        Chrome ADT rewrite; returns {:ok, data, structure}.



    


    
      
        uri()

      


        SDP extmap URI for the Dependency Descriptor extension.



    





      


      
        Types


        


  
    
      
    
    
      descriptor()



        
          
        

    

  


  

      

          @type descriptor() :: %{
  spatial: non_neg_integer(),
  temporal: non_neg_integer(),
  end_of_frame?: boolean(),
  frame_number: non_neg_integer() | nil,
  active_decode_targets: non_neg_integer() | nil,
  dti_not_present?: boolean(),
  structure?: boolean(),
  fdiffs: [pos_integer()],
  format: :lab_compact | :lab_structured | :chrome
}


      


Parsed DD fields (lab + Chrome-normalized).
Fields
	:spatial -- spatial layer id
	:temporal -- temporal layer id
	:end_of_frame? -- true when the packet ends a frame
	:frame_number -- frame number when known
	:active_decode_targets -- ADT bitmask when known
	:dti_not_present? -- true when DTI says not present for selected target
	:structure? -- true when a structure/key attachment is present
	:fdiffs -- Chrome frame diffs (empty for lab)
	:format -- :lab_compact | :lab_structured | :chrome



  



  
    
      
    
    
      structure()



        
          
        

    

  


  

      

          @type structure() :: XMediaLib.Rtp.DependencyDescriptor.Chrome.structure()


      


Chrome/WebRTC frame dependency structure cached per SSRC.
Alias of XMediaLib.Rtp.DependencyDescriptor.Chrome.structure/0; field
definitions live in that module's @typedoc for structure.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      chrome_l1t2_structure(structure_id \\ 0)



        
          
        

    

  


  

      

          @spec chrome_l1t2_structure(non_neg_integer()) :: structure()


      


L1T2 test structure helper.

  



    

  
    
      
    
    
      chrome_l3t3_structure(structure_id \\ 0)



        
          
        

    

  


  

      

          @spec chrome_l3t3_structure(non_neg_integer()) :: structure()


      


L3T3 test structure helper.

  



  
    
      
    
    
      encode_chrome(desc, structure)



        
          
        

    

  


  

      

          @spec encode_chrome(map(), structure()) :: {:ok, binary()} | :error


      


Encodes Chrome DD from desc and structure (see Chrome.encode/2).

  



  
    
      
    
    
      encode_structured_lab(fields)



        
          
        

    

  


  

      

          @spec encode_structured_lab(map()) :: binary()


      


Builds structured lab DD element data from a map of fields.

  



  
    
      
    
    
      layers(data)



        
          
        

    

  


  

      

          @spec layers(binary()) ::
  {:ok, %{spatial: non_neg_integer(), temporal: non_neg_integer()}} | :error


      


Parses DD element data into layer ids (lab formats).
Examples
iex> XMediaLib.Rtp.DependencyDescriptor.layers(<<0xFE, 0b001_010_00>>)
{:ok, %{spatial: 1, temporal: 2}}

  



  
    
      
    
    
      parse(arg1)



        
          
        

    

  


  

      

          @spec parse(binary()) :: {:ok, descriptor()} | :error


      


Parses lab DD element data (0xFE / 0xFD).
For Chrome bit packing use parse_chrome/2.

  



  
    
      
    
    
      parse_chrome(data, structure)



        
          
        

    

  


  

      

          @spec parse_chrome(binary(), structure() | nil) ::
  {:ok, descriptor(), structure()} | :error


      


Parses Chrome/WebRTC DD bit packing.
Returns {:ok, descriptor, structure} where structure is the attached or
cached structure after this packet.

  



  
    
      
    
    
      put_extension(rtp, ext_id, data)



        
          
        

    

  


  

      

          @spec put_extension(XMediaLib.Rtp.t(), pos_integer(), binary()) :: XMediaLib.Rtp.t()


      


Replaces (or inserts) the DD element ext_id on rtp with data.
Preserves the existing extension profile when possible; upgrades to two-byte
(0x1000) when any element exceeds one-byte limits.

  



  
    
      
    
    
      read_descriptor(rtp, ext_id)



        
          
        

    

  


  

      

          @spec read_descriptor(XMediaLib.Rtp.t(), pos_integer()) ::
  {:ok, descriptor()} | :none | :error


      


Reads a full lab descriptor from the DD extension on rtp.

  



  
    
      
    
    
      read_descriptor(rtp, ext_id, structure)



        
          
        

    

  


  

      

          @spec read_descriptor(XMediaLib.Rtp.t(), pos_integer(), structure() | nil) ::
  {:ok, descriptor()} | {:ok, descriptor(), structure()} | :none | :error


      


Reads lab or Chrome descriptor.
Returns {:ok, descriptor}, {:ok, descriptor, structure}, :none, or
:error. Chrome path returns the three-tuple when structure is resolved.

  



  
    
      
    
    
      read_layers(rtp, ext_id)



        
          
        

    

  


  

      

          @spec read_layers(XMediaLib.Rtp.t(), pos_integer()) ::
  {:ok, %{spatial: non_neg_integer(), temporal: non_neg_integer()}}
  | :none
  | :error


      


Reads spatial / temporal layer ids from the DD extension on rtp.
When structure is passed, Chrome packets are parsed; otherwise only lab
formats succeed.

  



  
    
      
    
    
      read_layers(rtp, ext_id, structure)



        
          
        

    

  


  

      

          @spec read_layers(XMediaLib.Rtp.t(), pos_integer(), structure() | nil) ::
  {:ok, %{spatial: non_neg_integer(), temporal: non_neg_integer()}}
  | :none
  | :error


      


Like read_layers/2 with optional Chrome structure cache.

  



  
    
      
    
    
      rewrite_active_decode_targets(data, mask)



        
          
        

    

  


  

      

          @spec rewrite_active_decode_targets(binary(), non_neg_integer()) ::
  {:ok, binary()} | :error


      


Rewrites the ADT bitmask (data AND mask).
Lab structured: /2. Chrome: pass structure as third argument.

  



  
    
      
    
    
      rewrite_active_decode_targets(data, mask, structure)



        
          
        

    

  


  

      

          @spec rewrite_active_decode_targets(binary(), non_neg_integer(), structure() | nil) ::
  {:ok, binary(), structure()} | :error


      


Chrome ADT rewrite; returns {:ok, data, structure}.

  



  
    
      
    
    
      uri()



        
          
        

    

  


  

      

          @spec uri() :: String.t()


      


SDP extmap URI for the Dependency Descriptor extension.

  


        

      


  

    
XMediaLib.Rtp.DependencyDescriptor.BitBuffer 
    



      
Bitstream reader/writer for WebRTC Dependency Descriptor packing.
What problem this solves
Chrome DD fields are packed at bit granularity (not byte-aligned after the
mandatory header). This module mirrors LiveKit/libwebrtc BitStreamReader /
BitStreamWriter, including AV1-style non-symmetric integers.
Internal
Used only by XMediaLib.Rtp.DependencyDescriptor Chrome encode/parse.
RFCs
	AV1 RTP Dependency Descriptor
	AV1 nsn


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Bitstream reader/writer state for Chrome Dependency Descriptor packing.



    





  
    Functions
  


    
      
        invalidate(b)

      


        Marks the reader failed.



    


    
      
        ok?(bit_buffer)

      


        True while the reader has not been invalidated and has non-negative remaining bits.



    


    
      
        read_bits(b, bits)

      


        Reads bits (0..64). Returns {:ok, value, buffer} or :error.



    


    
      
        read_bool(b)

      


        Reads one boolean bit.



    


    
      
        read_non_symmetric(b, num_values)

      


        Reads non-symmetric value in range [0, num_values - 1].



    


    
      
        reader(data)

      


        Fresh reader over data.



    


    
      
        write_bits(w, val, bit_count)

      


        Writes bit_count low bits of val. Returns {:ok, buffer} or :error.



    


    
      
        write_bool(w, bool)

      


        Writes one boolean bit.



    


    
      
        write_non_symmetric(w, val, num_values)

      


        Writes non-symmetric val with range size num_values.



    


    
      
        writer(byte_size)

      


        Fresh writer into a zeroed buffer of byte_size octets.



    


    
      
        written(arg1)

      


        Returns the written binary (full allocated buffer).



    


    
      
        written_trim(arg1)

      


        Trims written buffer to used bytes (ceil bit position).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtp.DependencyDescriptor.BitBuffer{
  bit_offset: non_neg_integer(),
  buf: binary(),
  pos: non_neg_integer(),
  remaining_bits: integer(),
  write_buf: binary() | nil
}


      


Bitstream reader/writer state for Chrome Dependency Descriptor packing.
Fields
	:buf - read buffer (write path uses :write_buf instead)
	:pos - byte offset into :buf
	:remaining_bits - bits left to read in :buf
	:bit_offset - bit position within the current byte (read path)
	:write_buf - output buffer while encoding; nil when reading


  


        

      

      
        Functions


        


  
    
      
    
    
      invalidate(b)



        
          
        

    

  


  

      

          @spec invalidate(t()) :: t()


      


Marks the reader failed.

  



  
    
      
    
    
      ok?(bit_buffer)



        
          
        

    

  


  

      

          @spec ok?(t()) :: boolean()


      


True while the reader has not been invalidated and has non-negative remaining bits.

  



  
    
      
    
    
      read_bits(b, bits)



        
          
        

    

  


  

      

          @spec read_bits(t(), 0..64) :: {:ok, non_neg_integer(), t()} | :error


      


Reads bits (0..64). Returns {:ok, value, buffer} or :error.

  



  
    
      
    
    
      read_bool(b)



        
          
        

    

  


  

      

          @spec read_bool(t()) :: {:ok, boolean(), t()} | :error


      


Reads one boolean bit.

  



  
    
      
    
    
      read_non_symmetric(b, num_values)



        
          
        

    

  


  

      

          @spec read_non_symmetric(t(), pos_integer()) :: {:ok, non_neg_integer(), t()} | :error


      


Reads non-symmetric value in range [0, num_values - 1].

  



  
    
      
    
    
      reader(data)



        
          
        

    

  


  

      

          @spec reader(binary()) :: t()


      


Fresh reader over data.

  



  
    
      
    
    
      write_bits(w, val, bit_count)



        
          
        

    

  


  

      

          @spec write_bits(t(), non_neg_integer(), 0..64) :: {:ok, t()} | :error


      


Writes bit_count low bits of val. Returns {:ok, buffer} or :error.

  



  
    
      
    
    
      write_bool(w, bool)



        
          
        

    

  


  

      

          @spec write_bool(t(), boolean()) :: {:ok, t()} | :error


      


Writes one boolean bit.

  



  
    
      
    
    
      write_non_symmetric(w, val, num_values)



        
          
        

    

  


  

      

          @spec write_non_symmetric(t(), non_neg_integer(), pos_integer()) ::
  {:ok, t()} | :error


      


Writes non-symmetric val with range size num_values.

  



  
    
      
    
    
      writer(byte_size)



        
          
        

    

  


  

      

          @spec writer(non_neg_integer()) :: t()


      


Fresh writer into a zeroed buffer of byte_size octets.

  



  
    
      
    
    
      written(arg1)



        
          
        

    

  


  

      

          @spec written(t()) :: binary()


      


Returns the written binary (full allocated buffer).

  



  
    
      
    
    
      written_trim(arg1)



        
          
        

    

  


  

      

          @spec written_trim(t()) :: binary()


      


Trims written buffer to used bytes (ceil bit position).

  


        

      


  

    
XMediaLib.Rtp.DependencyDescriptor.Chrome 
    



      
Chrome/WebRTC Dependency Descriptor bit packing (parse + encode).
What problem this solves
Browsers emit AV1/VP9 SVC Dependency Descriptor extensions using the AV1 RTP
bit layout (mandatory 3-byte header + optional template structure and ADT).
Lab FakePeer formats (0xFE / 0xFD) are separate; this module handles the
production Chrome path used by SFU layer select and ADT rewrite.
Semantics mirror LiveKit DependencyDescriptorReader /
DependencyDescriptorWriter and libwebrtc RtpDependencyDescriptorReader.
Internal
Invoked from XMediaLib.Rtp.DependencyDescriptor public API.
RFCs
	AV1 RTP Dependency Descriptor


      


      
        Summary


  
    Types
  


    
      
        chrome_descriptor()

      


        Parsed Chrome descriptor fields used by the SFU.



    


    
      
        structure()

      


        Frame dependency structure (attached on keyframes, cached thereafter).



    


    
      
        template()

      


        One template row in a frame dependency structure.



    





  
    Functions
  


    
      
        encode(desc, structure)

      


        Encodes a Chrome DD binary from desc and structure.



    


    
      
        l1t2_structure(structure_id \\ 0)

      


        Builds a minimal L1T2 structure for tests (2 temporal templates).



    


    
      
        l3t3_structure(structure_id \\ 0)

      


        Builds an L3T3_KEY-style structure (3 spatial x 3 temporal templates).



    


    
      
        parse(data, structure)

      


        Parses Chrome DD data using optional cached structure.



    


    
      
        rewrite_adt(data, structure, mask)

      


        Rewrites ADT bitmask on Chrome DD data (band with mask).



    





      


      
        Types


        


  
    
      
    
    
      chrome_descriptor()



        
          
        

    

  


  

      

          @type chrome_descriptor() :: %{
  start_of_frame?: boolean(),
  end_of_frame?: boolean(),
  frame_number: non_neg_integer(),
  template_id: non_neg_integer(),
  spatial: non_neg_integer(),
  temporal: non_neg_integer(),
  active_decode_targets: non_neg_integer() | nil,
  dti_not_present?: boolean(),
  structure?: boolean(),
  attached_structure: structure() | nil,
  fdiffs: [pos_integer()],
  dtis: [non_neg_integer()]
}


      


Parsed Chrome descriptor fields used by the SFU.
Fields
	:start_of_frame? / :end_of_frame? -- packet boundaries of a frame
	:frame_number -- 16-bit frame number
	:template_id -- raw template id from mandatory header
	:spatial / :temporal -- resolved from matching template
	:active_decode_targets -- ADT bitmask (or nil if absent)
	:dti_not_present? -- true when all selected DTIs are not-present
	:structure? -- true when this packet attached a structure
	:attached_structure -- structure if present on this packet
	:fdiffs -- frame diffs for the current frame
	:dtis -- decode target indications for the current frame


  



  
    
      
    
    
      structure()



        
          
        

    

  


  

      

          @type structure() :: %{
  structure_id: non_neg_integer(),
  num_decode_targets: pos_integer(),
  num_chains: non_neg_integer(),
  templates: [template()],
  decode_target_protected_by: [non_neg_integer()],
  resolutions: [{pos_integer(), pos_integer()}]
}


      


Frame dependency structure (attached on keyframes, cached thereafter).
Fields
	:structure_id -- template id offset (0..63)
	:num_decode_targets -- count of decode targets
	:num_chains -- chain count
	:templates -- template rows
	:decode_target_protected_by -- chain index per decode target
	:resolutions -- optional {width, height} per spatial layer


  



  
    
      
    
    
      template()



        
          
        

    

  


  

      

          @type template() :: %{
  spatial_id: non_neg_integer(),
  temporal_id: non_neg_integer(),
  dtis: [non_neg_integer()],
  fdiffs: [pos_integer()],
  chain_diffs: [non_neg_integer()]
}


      


One template row in a frame dependency structure.
Fields
	:spatial_id / :temporal_id -- layer ids
	:dtis -- decode target indications (0 not-present .. 3 required) per target
	:fdiffs -- frame diffs
	:chain_diffs -- chain diffs per chain


  


        

      

      
        Functions


        


  
    
      
    
    
      encode(desc, structure)



        
          
        

    

  


  

      

          @spec encode(map(), structure()) :: {:ok, binary()} | :error


      


Encodes a Chrome DD binary from desc and structure.
desc keys: :start_of_frame?, :end_of_frame?, :frame_number,
:spatial, :temporal, :active_decode_targets, :attach_structure?,
optional :fdiffs / :dtis (defaults from matching template).

  



    

  
    
      
    
    
      l1t2_structure(structure_id \\ 0)



        
          
        

    

  


  

      

          @spec l1t2_structure(non_neg_integer()) :: structure()


      


Builds a minimal L1T2 structure for tests (2 temporal templates).

  



    

  
    
      
    
    
      l3t3_structure(structure_id \\ 0)



        
          
        

    

  


  

      

          @spec l3t3_structure(non_neg_integer()) :: structure()


      


Builds an L3T3_KEY-style structure (3 spatial x 3 temporal templates).

  



  
    
      
    
    
      parse(data, structure)



        
          
        

    

  


  

      

          @spec parse(binary(), structure() | nil) ::
  {:ok, chrome_descriptor(), structure()} | :error


      


Parses Chrome DD data using optional cached structure.

  



  
    
      
    
    
      rewrite_adt(data, structure, mask)



        
          
        

    

  


  

      

          @spec rewrite_adt(binary(), structure() | nil, non_neg_integer()) ::
  {:ok, binary(), structure()} | :error


      


Rewrites ADT bitmask on Chrome DD data (band with mask).

  


        

      


  

    
XMediaLib.Rtp.Dtmf 
    



      
RFC 4733 telephone-event (DTMF) payload after decode.
What problem this solves
Represents decoded telephone-event (DTMF) payloads so dialpad digits and
tones can be handled as structs instead of raw RTP bytes.
Used when the RTP payload type is negotiated for telephone-event.
RFCs
	RFC 4733


      


      
        Summary


  
    Types
  


    
      
        t()

      


        RFC 4733 telephone-event (DTMF) payload after decode.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtp.Dtmf{
  duration: non_neg_integer() | nil,
  eof: boolean() | nil,
  event: non_neg_integer() | nil,
  volume: non_neg_integer() | nil
}


      


RFC 4733 telephone-event (DTMF) payload after decode.
Fields
	:event - event code (0-15 for DTMF digits)
	:eof - end-of-event flag (retransmissions use false until the final packet)
	:volume - power level 0..63
	:duration - cumulative duration in timestamp units


  


        

      


  

    
XMediaLib.Rtp.Extension 
    



      
RFC 3550 RTP header extension block.
What problem this solves
Carries the optional RTP header extension block so receivers can read
profile-specific metadata (audio level, mid, dependency descriptor)
without inventing a private layout.
:type is the 16-bit profile identifier (WebRTC one-byte form uses
0xBEDE). :payload holds the profile-specific octets (often RFC 8285
elements parsed by XMediaLib.Rtp.HeaderExtension).
RFCs
	RFC 3550 pt.5.3.1
	RFC 8285 (one-/two-byte elements)


      


      
        Summary


  
    Types
  


    
      
        t()

      


        RFC 3550 header extension block.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtp.Extension{
  payload: binary() | nil,
  type: non_neg_integer() | nil
}


      


RFC 3550 header extension block.
Fields
	:type - extension profile id
	:payload - extension data, padded to 32-bit boundary on the wire


  


        

      


  

    
XMediaLib.Rtp.HeaderExtension 
    



      
Parses RTP header extension elements inside an RFC 3550 extension block.
What problem this solves
WebRTC packs many RTP header-extension elements (audio level, TWCC,
Dependency Descriptor, RID / rtp-stream-id, etc.) into the RFC 3550
extension payload. SFU code needs to decode, rewrite, and re-encode those
elements without corrupting neighbors.
An RTP packet can carry extra metadata after the fixed 12-byte header (for
example, per-participant audio levels in a conference mixer). RFC 3550
defines an optional extension header; RFC 5285 and its successor RFC 8285
define how individual extension elements are packed into the extension
payload. WebRTC commonly uses the one-byte form (profile 0xBEDE).
This module decodes one-byte (0xBEDE) and two-byte (0x1000) element
layouts, encodes elements back into a padded payload, and exposes helpers
such as RFC 6464 audio level. Two-byte form is required when an element
exceeds 16 octets (one-byte max).
Typical flow: decode the RTP packet with XMediaLib.Rtp.decode/1, read
%XMediaLib.Rtp.Extension{} from :extension, then call
decode_elements/2 with the profile type.
Profiles
	:one_byte / 0xBEDE -- RFC 8285 pt.4.2
	:two_byte / 0x1000 -- RFC 8285 pt.4.3

RFCs
	RFC 3550 - RTP header extension
container (profile-specific extension)
	RFC 5285 - one-byte and two-byte
header extensions (obsoleted by RFC 8285)
	RFC 8285 - current header
extension specification
	RFC 6464 - Client-to-Mixer Audio
Level Indication


      


      
        Summary


  
    Functions
  


    
      
        audio_level(elements, id)

      


        Reads RFC 6464 audio level from a decoded element list for local id.



    


    
      
        decode_elements(type, payload)

      


        Decodes extension elements for profile type (0xBEDE or 0x1000).



    


    
      
        decode_one_byte_elements(payload)

      


        Decodes a one-byte (RFC 8285 pt.4.2) extension payload into {id, data} pairs.



    


    
      
        decode_two_byte_elements(payload)

      


        Decodes a two-byte (RFC 8285 pt.4.3) extension payload into {id, data} pairs.



    


    
      
        encode_elements(type, elements)

      


        Encodes elements for profile type.



    


    
      
        encode_one_byte_elements(elements)

      


        Encodes {id, data} pairs as a one-byte (RFC 8285) extension payload.



    


    
      
        encode_two_byte_elements(elements)

      


        Encodes {id, data} pairs as a two-byte (RFC 8285) extension payload.



    


    
      
        one_byte_profile()

      


        One-byte profile id (0xBEDE).



    


    
      
        profile_for(elements)

      


        Chooses 0xBEDE when every element fits one-byte rules; otherwise 0x1000.



    


    
      
        rtp_stream_id(elements, id)

      


        Reads the RID string from a decoded element list for local id.



    


    
      
        rtp_stream_id_uri()

      


        SDP extmap URI for the RTP Stream Identifier (RID) header extension.



    


    
      
        two_byte_profile()

      


        Two-byte profile id (0x1000).



    





      


      
        Functions


        


  
    
      
    
    
      audio_level(elements, id)



        
          
        

    

  


  

      

          @spec audio_level([{pos_integer(), binary()}], pos_integer()) ::
  {:ok, %{voice?: boolean(), level: 0..127}} | :error


      


Reads RFC 6464 audio level from a decoded element list for local id.
The first octet of the element data is V (voice activity, 1 bit) and
level (7 bits, 0 is loudest, 127 is silence).
Returns {:ok, %{voice?: boolean(), level: 0..127}} or :error when the id
is missing or the data is too short.
Examples
iex> elements = [{1, <<0x8A>>}, {3, <<0x01>>}]
iex> XMediaLib.Rtp.HeaderExtension.audio_level(elements, 1)
{:ok, %{voice?: true, level: 10}}

iex> XMediaLib.Rtp.HeaderExtension.audio_level([{2, <<0x8A>>}], 1)
:error

  



  
    
      
    
    
      decode_elements(type, payload)



        
          
        

    

  


  

      

          @spec decode_elements(non_neg_integer(), binary()) :: [{pos_integer(), binary()}]


      


Decodes extension elements for profile type (0xBEDE or 0x1000).
Unknown profiles return [].

  



  
    
      
    
    
      decode_one_byte_elements(payload)



        
          
        

    

  


  

      

          @spec decode_one_byte_elements(binary()) :: [{pos_integer(), binary()}]


      


Decodes a one-byte (RFC 8285 pt.4.2) extension payload into {id, data} pairs.
Skips zero padding octets. Stops on truncated data or reserved local id 15.
Examples
iex> payload = <<1::4, 0::4, 0x8A, 0, 0>>
iex> XMediaLib.Rtp.HeaderExtension.decode_one_byte_elements(payload)
[{1, <<0x8A>>}]

iex> payload = <<1::4, 0::4, 0x05, 0, 2::4, 1::4, 0xAA, 0xBB>>
iex> XMediaLib.Rtp.HeaderExtension.decode_one_byte_elements(payload)
[{1, <<0x05>>}, {2, <<0xAA, 0xBB>>}]

  



  
    
      
    
    
      decode_two_byte_elements(payload)



        
          
        

    

  


  

      

          @spec decode_two_byte_elements(binary()) :: [{pos_integer(), binary()}]


      


Decodes a two-byte (RFC 8285 pt.4.3) extension payload into {id, data} pairs.
Skips zero padding. Stops on truncated data. Id 0 is padding (skipped).

  



  
    
      
    
    
      encode_elements(type, elements)



        
          
        

    

  


  

      

          @spec encode_elements(non_neg_integer(), [{pos_integer(), binary()}]) :: binary()


      


Encodes elements for profile type.
For 0xBEDE, elements with data longer than 16 octets are dropped from the
one-byte encode (callers should upgrade profile via profile_for/1).

  



  
    
      
    
    
      encode_one_byte_elements(elements)



        
          
        

    

  


  

      

          @spec encode_one_byte_elements([{pos_integer(), binary()}]) :: binary()


      


Encodes {id, data} pairs as a one-byte (RFC 8285) extension payload.
Pads to a multiple of 4 octets. Ids must be 1..14; empty list yields
four zero padding octets.

  



  
    
      
    
    
      encode_two_byte_elements(elements)



        
          
        

    

  


  

      

          @spec encode_two_byte_elements([{pos_integer(), binary()}]) :: binary()


      


Encodes {id, data} pairs as a two-byte (RFC 8285) extension payload.
Pads to a multiple of 4 octets. Ids must be 1..255; data length 0..255.

  



  
    
      
    
    
      one_byte_profile()



        
          
        

    

  


  

      

          @spec one_byte_profile() :: 48862


      


One-byte profile id (0xBEDE).

  



  
    
      
    
    
      profile_for(elements)



        
          
        

    

  


  

      

          @spec profile_for([{pos_integer(), binary()}]) :: 48862 | 4096


      


Chooses 0xBEDE when every element fits one-byte rules; otherwise 0x1000.

  



  
    
      
    
    
      rtp_stream_id(elements, id)



        
          
        

    

  


  

      

          @spec rtp_stream_id([{pos_integer(), binary()}], pos_integer()) ::
  {:ok, binary()} | :error


      


Reads the RID string from a decoded element list for local id.
WebRTC packs the Restriction Identifier as UTF-8 / ASCII in the
sdes:rtp-stream-id extension payload.
Returns {:ok, rid} or :error when missing or empty.
Examples
iex> XMediaLib.Rtp.HeaderExtension.rtp_stream_id([{4, "q"}], 4)
{:ok, "q"}

iex> XMediaLib.Rtp.HeaderExtension.rtp_stream_id([{4, "q"}], 5)
:error

  



  
    
      
    
    
      rtp_stream_id_uri()



        
          
        

    

  


  

      

          @spec rtp_stream_id_uri() :: String.t()


      


SDP extmap URI for the RTP Stream Identifier (RID) header extension.

  



  
    
      
    
    
      two_byte_profile()



        
          
        

    

  


  

      

          @spec two_byte_profile() :: 4096


      


Two-byte profile id (0x1000).

  


        

      


  

    
XMediaLib.Rtp.Tone 
    



      
RFC 4733 tone payload (modulated or multi-frequency tones).
What problem this solves
Represents decoded RFC 4733 tone payloads for modulated or multi-frequency
tones carried in RTP.
RFCs
	RFC 4733


      


      
        Summary


  
    Types
  


    
      
        t()

      


        RFC 4733 tone payload after decode.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Rtp.Tone{
  divider: 0 | 1 | nil,
  duration: non_neg_integer() | nil,
  frequencies: [non_neg_integer()],
  modulation: non_neg_integer() | nil,
  volume: non_neg_integer() | nil
}


      


RFC 4733 tone payload after decode.
Fields
	:modulation - modulation frequency in Hz (0 if unmodulated)
	:divider - 0 divides by 1, 1 divides by 2
	:volume - power level 0..63
	:duration - duration in timestamp units
	:frequencies - list of tone frequencies in Hz


  


        

      


  

    
XMediaLib.SAS 
    



      
Short Authentication String (SAS) rendering for ZRTP.
What problem this solves
ZRTP derives a shared secret on the media path, but users still need a short
phrase to read aloud and confirm there is no man-in-the-middle. That Short
Authentication String must be rendered in a standard alphabet (Base32 or
Base256). This module turns derived key material into the human-readable SAS
shown in softphones that use XMediaLib.Zrtp instead of certificate-based
WebRTC.
After a ZRTP handshake, both endpoints derive the same secret key material.
The SAS is a short human-readable string derived from that material so callers
can read it aloud and confirm there is no man-in-the-middle. This is the
user-visible half of ZRTP's security model: encryption without a central CA,
with out-of-band voice verification instead of X.509 trust anchors.
Rendering schemes are defined in RFC 6189 and RFC 8265. This module implements
the Base32 (B32) and Base256 (B256) encodings via a native NIF when
priv/sas_nif is built; otherwise stub functions return a fixed error string.
RFCs
	RFC 6189 (ZRTP, SAS derivation and rendering types)
	RFC 8265 (PRECIS and SAS Base32 alphabet)


      


      
        Summary


  
    Functions
  


    
      
        b32(sas_value)

      


        Renders a 32-bit SAS value as a four-character Base32 string (ZRTP type B32).



    


    
      
        b256(sas_value)

      


        Renders a 32-bit SAS value as a four-character Base256 string (ZRTP type B256).



    





      


      
        Functions


        


  
    
      
    
    
      b32(sas_value)



        
          
        

    

  


  

Renders a 32-bit SAS value as a four-character Base32 string (ZRTP type B32).
Requires the sas_nif native module. Vectors match ZRTPCPP reference output.
Examples
iex> XMediaLib.SAS.b32(<<0, 0, 0, 0>>)
"yyyy"

iex> XMediaLib.SAS.b32(<<0xF0, 0xBF, 0xC7, 0x00>>)
"6n9h"

  



  
    
      
    
    
      b256(sas_value)



        
          
        

    

  


  

Renders a 32-bit SAS value as a four-character Base256 string (ZRTP type B256).
Requires the sas_nif native module.
Examples
iex> is_binary(XMediaLib.SAS.b256(<<0, 0, 0, 0>>))
true

  


        

      


  

    
XMediaLib.SDP 
    



      
Session Description Protocol (SDP) parse and encode for real-time sessions.
What problem this solves
Before RTP flows, peers exchange SDP text listing codecs, ICE candidates, DTLS
fingerprints, and SCTP data channels. Browsers and SIP endpoints emit slightly
different attribute lines. This module is the public parse/encode entry point
so XMediaLib callers can inspect or rewrite offers and answers without
hand-rolling line parsers.
SDP is a line-oriented text format that describes a multimedia session: who
created it, when it is valid, and which media streams (audio, video, SCTP
data channels) are offered with what codecs, transports, and network hints.
In WebRTC, two endpoints exchange SDP in an offer/answer handshake (often
together with ICE candidates) so each peer knows how to send and receive
encrypted RTP or SCTP traffic.
This module is the public API. parse/1 turns SDP wire text into
%XMediaLib.SDP{}; encode/1 serializes that struct back to wire bytes
with CRLF line endings. Session-level fields live on the root struct; each
m= media block becomes %XMediaLib.SDP.Media{}. Lower-level parsing and
field helpers live in XMediaLib.SDP.Parser and XMediaLib.SDP.Encoder.
RFCs
	RFC 4566 - SDP (obsoleted by RFC 8866)
	RFC 8866 - SDP (current)
	RFC 8829 - JSEP (browser offer/answer usage)
	RFC 8445 - ICE (a=ice-ufrag, a=ice-pwd, a=candidate)
	RFC 8122 - DTLS fingerprint (a=fingerprint, a=setup)
	RFC 8841 - SCTP data channels (a=sctp-port, a=dcmap)


      


      
        Summary


  
    Types
  


    
      
        attribute()

      


        Generic session- or media-level attribute as {name, value}.



    


    
      
        t()

      


        Parsed session description.



    





  
    Functions
  


    
      
        encode(sdp)

      


        Encodes %XMediaLib.SDP{} to an RFC-oriented binary with \r\n line endings.



    


    
      
        parse(raw)

      


        Parses an SDP binary into %XMediaLib.SDP{}.



    


    
      
        parse(raw, opts)

      


        Parses an SDP binary with options.



    





      


      
        Types


        


  
    
      
    
    
      attribute()



        
          
        

    

  


  

      

          @type attribute() :: {String.t(), String.t() | true}


      


Generic session- or media-level attribute as {name, value}.
Flag attributes (no colon value on the wire) decode as {name, true}.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP{
  attributes: [attribute()],
  connection: XMediaLib.SDP.Connection.t() | nil,
  groups: [XMediaLib.SDP.Group.t()],
  media: [XMediaLib.SDP.Media.t()],
  origin: XMediaLib.SDP.Origin.t() | nil,
  session_name: String.t(),
  time: [XMediaLib.SDP.Time.t()],
  version: non_neg_integer()
}


      


Parsed session description.
Fields
	:version - SDP version from v= (always 0 on the wire today)
	:origin - session creator from o= (%XMediaLib.SDP.Origin{})
	:session_name - human-readable title from s=
	:connection - default connection address from session-level c=
	:time - active intervals from t= lines
	:groups - BUNDLE and other grouping from a=group:
	:attributes - other session-level a= lines not promoted to structs
	:media - ordered list of %XMediaLib.SDP.Media{} from m= sections


  


        

      

      
        Functions


        


  
    
      
    
    
      encode(sdp)



        
          
        

    

  


  

      

          @spec encode(t()) :: {:ok, binary()} | {:error, term()}


      


Encodes %XMediaLib.SDP{} to an RFC-oriented binary with \r\n line endings.
Session-level t= defaults to t=0 0 when the list is empty. A missing
o= line is emitted as o=- 0 0 IN IP4 127.0.0.1.
Examples
iex> sdp = %XMediaLib.SDP{version: 0, session_name: "-", time: [%XMediaLib.SDP.Time{}]}
iex> {:ok, bin} = XMediaLib.SDP.encode(sdp)
iex> String.starts_with?(bin, "v=0")
true

  



  
    
      
    
    
      parse(raw)



        
          
        

    

  


  

      

          @spec parse(binary()) :: {:ok, t()} | {:error, term()}


      


Parses an SDP binary into %XMediaLib.SDP{}.
Unknown non-a= lines are skipped unless parse/2 is called with
strict: true. Malformed input returns {:error, :parse_failed}.
Examples
iex> {:ok, sdp} = XMediaLib.SDP.parse("v=0\r\no=- 0 0 IN IP4 127.0.0.1\r\ns=-\r\nt=0 0\r\n")
iex> sdp.version
0

  



  
    
      
    
    
      parse(raw, opts)



        
          
        

    

  


  

      

          @spec parse(
  binary(),
  keyword()
) :: {:ok, t()} | {:error, term()}


      


Parses an SDP binary with options.
Supported options:
	:strict - when true, unsupported non-attribute lines return
{:error, {:unsupported_line, line}} instead of being skipped

Examples
iex> raw = "v=0\r\no=- 0 0 IN IP4 127.0.0.1\r\ns=-\r\nt=0 0\r\nz=bad\r\n"
iex> {:error, {:unsupported_line, "z=bad"}} = XMediaLib.SDP.parse(raw, strict: true)

  


        

      


  

    
XMediaLib.SDP.Candidate 
    



      
ICE candidate attribute (a=candidate:) advertising a reachable transport address.
What problem this solves
ICE candidates in SDP tell peers which IP/port combinations to test for
connectivity through NAT. Each a=candidate: line must become structured
fields (priority, type, foundation) for trickle ICE and answer generation.
Candidates are gathered locally or via STUN/TURN and exchanged in SDP so
peers can run ICE connectivity checks and pick a working path through NAT.
Wire form follows RFC 8445 candidate syntax.
RFCs
	RFC 8445 - ICE
	RFC 8839 - ICE in SDP


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Parsed ICE candidate fields.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Candidate{
  component_id: non_neg_integer(),
  foundation: String.t(),
  ip: String.t(),
  port: non_neg_integer(),
  priority: non_neg_integer(),
  rest: String.t() | nil,
  transport: String.t(),
  type: String.t()
}


      


Parsed ICE candidate fields.
Fields
	:foundation - stable id grouping related candidates
	:component_id - RTP (1) or RTCP (2) component when not muxed
	:transport - lower-layer protocol, usually udp or tcp
	:priority - ICE priority for pair ordering
	:ip - candidate IP address
	:port - candidate port
	:type - host, srflx, prflx, or relay
	:rest - unparsed trailing tokens (extensions, related address, etc.)


  


        

      


  

    
XMediaLib.SDP.Codec 
    



      
RTP dynamic payload mapping (a=rtpmap:).
What problem this solves
Dynamic RTP payload types in the m= format list need a=rtpmap: lines naming
the codec and clock rate (for example Opus at 48000 Hz). This struct captures
one rtpmap binding for codec negotiation and SFU routing.
Maps an RTP payload type number to a codec name, clock rate, and optional
encoding parameters (channels for audio).
Wire form: a=rtpmap:<pt> <encoding>/<clock>[/encoding-params]
RFCs
	RFC 8866 pt.6
	RFC 3551 - static payload types


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Payload type, codec name, clock rate, and optional encoding parameters.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Codec{
  clock_rate: non_neg_integer(),
  encoding_params: String.t() | nil,
  name: String.t(),
  payload_type: non_neg_integer()
}


      


Payload type, codec name, clock rate, and optional encoding parameters.
Fields
	:payload_type - dynamic RTP payload type from the m= format list
	:name - codec name, e.g. opus or VP8
	:clock_rate - RTP timestamp clock in Hz
	:encoding_params - optional third slash field (often channel count)


  


        

      


  

    
XMediaLib.SDP.Connection 
    



      
SDP connection data (c=) giving the default network address for media.
What problem this solves
The SDP c= line gives the default network address for media when ICE has not
yet selected a candidate. Session- and media-level connection data must be
represented separately from ICE a=candidate lines. This struct holds the
parsed c= fields for XMediaLib.SDP encode/decode.
Session-level c= applies to all following m= sections until overridden
by a media-level c=. ICE and WebRTC often rely on candidates instead,
but the connection line remains part of the baseline SDP grammar.
Wire form: c=<nettype> <addrtype> <connection-address>
RFCs
	RFC 8866 pt.5.7


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Connection fields from c=<nettype> <addrtype> <connection-address>.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Connection{
  addr_type: String.t(),
  address: String.t(),
  net_type: String.t()
}


      


Connection fields from c=<nettype> <addrtype> <connection-address>.
Fields
	:net_type - network type, usually IN
	:addr_type - address family, e.g. IP4 or IP6
	:address - unicast or multicast destination address


  


        

      


  

    
XMediaLib.SDP.Dcmap 
    



      
SCTP data channel map (a=dcmap:) describing a WebRTC data channel.
What problem this solves
WebRTC data channels over SCTP are negotiated with a=dcmap: lines mapping
stream ids to labels and parameters. This struct holds one data channel
description from SDP for offer/answer handling alongside audio and video.
Maps an SCTP stream id to a label and optional JSON parameters (ordered,
max-retransmits, protocol, etc.).
Wire form: a=dcmap:<stream-id> <label>[;key=value;...]
RFCs
	RFC 8841 - SCTP-based media channels
	RFC 8864 - data channel negotiation


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Stream id and channel label/parameters string.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Dcmap{params: String.t(), stream_id: non_neg_integer()}


      


Stream id and channel label/parameters string.
Fields
	:stream_id - SCTP stream identifier for the data channel
	:params - label and optional ;-separated parameters


  


        

      


  

    
XMediaLib.SDP.Encoder 
    



      
Encodes %XMediaLib.SDP{} to wire-format SDP.
What problem this solves
After negotiating or modifying a session in memory, you must serialize
%XMediaLib.SDP{} back to wire text for SIP bodies or WebRTC signaling. Each
line prefix (v=, o=, m=, a=) and CRLF rule comes from RFC 8866.
This module performs that serialization; callers usually invoke
XMediaLib.SDP.encode/1.
Serializes session-level lines first (v=, o=, s=, c=, t=, groups,
session attributes), then each %XMediaLib.SDP.Media{} block in list order.
Output uses CRLF line endings as commonly seen on the wire and in browser
offer/answer text.
Prefer XMediaLib.SDP.encode/1 at application boundaries; use this module
when encoding from tests or internal pipelines that already hold a parsed struct.
RFCs
	RFC 8866 - SDP line formats
	RFC 8445 - ICE attribute encoding
	RFC 8122 - fingerprint/setup
	RFC 8841 - SCTP/data channel attributes


      


      
        Summary


  
    Functions
  


    
      
        encode(sdp)

      


        Serializes a session description to SDP bytes.



    





      


      
        Functions


        


  
    
      
    
    
      encode(sdp)



        
          
        

    

  


  

      

          @spec encode(XMediaLib.SDP.t()) :: {:ok, binary()} | {:error, term()}


      


Serializes a session description to SDP bytes.
Returns {:ok, binary()} on success or {:error, :encoding_failed} if an
unexpected value prevents serialization.
Examples
iex> sdp = %XMediaLib.SDP{version: 0, session_name: "-", time: [%XMediaLib.SDP.Time{}]}
iex> {:ok, bin} = XMediaLib.SDP.Encoder.encode(sdp)
iex> String.starts_with?(bin, "v=0")
true

  


        

      


  

    
XMediaLib.SDP.Extmap 
    



      
RTP header extension map (a=extmap:).
What problem this solves
RTP header extensions (audio level, transport-wide CC, Dependency Descriptor)
require peers to agree on local extension ids and URIs via a=extmap:. This
struct stores one registered extension from SDP for SFU and browser interop.
Registers an RTP header extension id and URI (and optional direction) so
peers agree on extensions such as audio level or transport-wide sequence numbers.
Wire form: a=extmap:<id[/direction]> <uri> [<extensionattributes>]
RFCs
	RFC 8285 - RTP header extensions


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Extension id, optional direction, URI, and optional extension attributes.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Extmap{
  direction: String.t() | nil,
  extension_attributes: String.t() | nil,
  id: non_neg_integer(),
  uri: String.t()
}


      


Extension id, optional direction, URI, and optional extension attributes.
Fields
	:id - local extension id carried in RTP packets
	:direction - optional sendrecv, sendonly, recvonly, or inactive
	:uri - well-known extension URI
	:extension_attributes - optional extra tokens after the URI


  


        

      


  

    
XMediaLib.SDP.Fingerprint 
    



      
DTLS certificate fingerprint (a=fingerprint:) for SRTP keying.
What problem this solves
WebRTC ties DTLS-SRTP keys to the certificate fingerprint advertised in SDP.
Peers compare a=fingerprint: to the cert seen in the DTLS handshake before
sending media. This struct stores the hash algorithm and hex digest from SDP.
Peers compare the SDP fingerprint to the certificate presented during the
DTLS handshake before deriving SRTP keys.
Wire form: a=fingerprint:<hash-algo> <fingerprint>
RFCs
	RFC 8122 - DTLS-SRTP fingerprint
	RFC 5764 - DTLS-SRTP


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Hash algorithm and colon-separated fingerprint value.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Fingerprint{algorithm: String.t(), value: String.t()}


      


Hash algorithm and colon-separated fingerprint value.
Fields
	:algorithm - digest name, e.g. sha-256
	:value - uppercase hex fingerprint without spaces


  


        

      


  

    
XMediaLib.SDP.Fmtp 
    



      
Format parameters (a=fmtp:) carrying codec-specific configuration.
What problem this solves
Codecs often need extra parameters beyond rtpmap (Opus FEC, H.264
profile-level-id). Those arrive as a=fmtp: lines tied to a payload type.
This struct holds the fmtp string for inspection or rewrite during SDP
negotiation.
Examples include Opus minptime, H.264 profile-level-id, and FEC toggles.
Wire form: a=fmtp:<format> <param>=<value>;...
RFCs
	RFC 8866 pt.6


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Payload type and format-specific parameter string.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Fmtp{
  parameters: String.t(),
  payload_type: non_neg_integer()
}


      


Payload type and format-specific parameter string.
Fields
	:payload_type - RTP payload type the parameters apply to
	:parameters - semicolon-separated key=value list as a single string


  


        

      


  

    
XMediaLib.SDP.Group 
    



      
SDP grouping attribute (a=group:) for related media sections.
What problem this solves
WebRTC BUNDLE groups several m= lines onto one ICE/DTLS transport via
a=group:BUNDLE. SFUs and browsers read the semantics and ordered mid list
to know which sections share a socket.
BUNDLE groups multiple m= lines onto one transport (common in WebRTC so
audio, video, and application share one ICE/DTLS association).
Wire form: a=group:<semantics> <mid> ...
RFCs
	RFC 8843 - BUNDLE semantics
	RFC 5888 - grouping framework


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Group semantics and ordered list of mid values.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Group{mids: [String.t()], semantics: String.t()}


      


Group semantics and ordered list of mid values.
Fields
	:semantics - grouping type, e.g. BUNDLE or LS
	:mids - media identification tags referenced by a=mid


  


        

      


  

    
XMediaLib.SDP.Media 
    



      
One SDP media section (m= line) and its media-level attributes.
What problem this solves
A WebRTC offer contains one or more m= sections (audio, video, application).
Each section lists ports, transports, payload types, and dozens of a=
attributes for ICE, codecs, and SSRC metadata. This struct holds one parsed
media block so SFU and gateway code can read or patch a single stream without
reparsing the whole session.
Each m= block describes a single media stream: type (audio, video,
application), port, transport protocol, and format list. Following a=
lines carry ICE credentials, DTLS fingerprints, codec mappings, SSRC
metadata, and WebRTC-specific extensions. The parser promotes well-known
attributes into typed fields; anything else remains in :attributes.
RFCs
	RFC 8866 - SDP media descriptions
	RFC 8445 - ICE attributes
	RFC 8122 - DTLS fingerprint/setup
	RFC 8841 - SCTP/data channel attributes


      


      
        Summary


  
    Types
  


    
      
        attribute()

      


        Unpromoted media-level attribute as {name, value} or {name, true}.



    


    
      
        direction()

      


        Media direction from a=sendrecv, a=sendonly, a=recvonly, or a=inactive.



    


    
      
        protocol()

      


        Transport protocol from the m= line.



    


    
      
        t()

      


        Media description fields for one m= section.



    


    
      
        type()

      


        Media kind from the m= line; known atoms or the raw string.



    





      


      
        Types


        


  
    
      
    
    
      attribute()



        
          
        

    

  


  

      

          @type attribute() :: {String.t(), String.t() | true}


      


Unpromoted media-level attribute as {name, value} or {name, true}.

  



  
    
      
    
    
      direction()



        
          
        

    

  


  

      

          @type direction() :: :sendrecv | :sendonly | :recvonly | :inactive


      


Media direction from a=sendrecv, a=sendonly, a=recvonly, or a=inactive.

  



  
    
      
    
    
      protocol()



        
          
        

    

  


  

      

          @type protocol() :: :UDP_TLS_RTP_SAVPF | :RTP_SAVPF | :UDP_DTLS_SCTP | String.t()


      


Transport protocol from the m= line.
Known WebRTC values include :UDP_TLS_RTP_SAVPF (DTLS-SRTP), :RTP_SAVPF,
and :UDP_DTLS_SCTP (data channels). Other strings pass through unchanged.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Media{
  attributes: [attribute()],
  candidates: [XMediaLib.SDP.Candidate.t()],
  codecs: [XMediaLib.SDP.Codec.t()],
  connection: XMediaLib.SDP.Connection.t() | nil,
  dcmap: [XMediaLib.SDP.Dcmap.t()],
  direction: direction() | nil,
  extmaps: [XMediaLib.SDP.Extmap.t()],
  fingerprint: XMediaLib.SDP.Fingerprint.t() | nil,
  fmtp: [XMediaLib.SDP.Fmtp.t()],
  formats: [String.t()],
  ice_pwd: String.t() | nil,
  ice_ufrag: String.t() | nil,
  max_message_size: non_neg_integer() | nil,
  mid: String.t() | nil,
  port: non_neg_integer() | nil,
  protocol: protocol() | nil,
  rtcp_fb: [XMediaLib.SDP.RtcpFb.t()],
  rtcp_mux: boolean(),
  sctp_port: non_neg_integer() | nil,
  setup: :active | :passive | :actpass | nil,
  ssrcs: [XMediaLib.SDP.Ssrc.t()],
  type: type() | nil
}


      


Media description fields for one m= section.
Fields
	:type - media kind (:audio, :video, :application, or string)
	:port - port number from the m= line (0 means rejected/hold)
	:protocol - transport, e.g. :UDP_TLS_RTP_SAVPF
	:formats - payload type or format tokens from the m= line
	:connection - optional media-level c= override
	:ice_ufrag - ICE username fragment (a=ice-ufrag)
	:ice_pwd - ICE password (a=ice-pwd)
	:candidates - parsed a=candidate lines
	:fingerprint - DTLS certificate fingerprint (a=fingerprint)
	:setup - DTLS role hint (a=setup: :active, :passive, or :actpass)
	:mid - media identification tag for BUNDLE (a=mid)
	:direction - send/receive direction attribute
	:rtcp_mux - true when a=rtcp-mux is present
	:codecs - dynamic payload mappings from a=rtpmap
	:fmtp - format parameters from a=fmtp
	:rtcp_fb - RTCP feedback tokens from a=rtcp-fb
	:extmaps - RTP header extension maps from a=extmap
	:ssrcs - SSRC attributes from a=ssrc
	:sctp_port - SCTP port for data channels (a=sctp-port)
	:max_message_size - SCTP max message size (a=max-message-size)
	:dcmap - data channel maps from a=dcmap
	:attributes - other media-level a= lines


  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() :: :audio | :video | :application | String.t()


      


Media kind from the m= line; known atoms or the raw string.

  


        

      


  

    
XMediaLib.SDP.Origin 
    



      
SDP origin line (o=) identifying the session creator and session id.
What problem this solves
SDP o= identifies who created the session and assigns session id/version
numbers used during renegotiation. Parsers promote this line into a struct so
gateways can compare or rewrite origin fields when generating answers.
The origin line ties together username, session id/version (for renegotiation),
and the creator's network address. WebRTC stacks often use - as the username
and random session ids.
Wire form: o=<username> <sess-id> <sess-version> <nettype> <addrtype> <unicast-address>
RFCs
	RFC 8866 pt.5.2


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Origin fields from o=<username> <sess-id> <sess-version> <nettype> <addrtype> <unicast-address>.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Origin{
  addr_type: String.t(),
  net_type: String.t(),
  session_id: String.t(),
  session_version: String.t(),
  unicast_address: String.t(),
  username: String.t()
}


      


Origin fields from o=<username> <sess-id> <sess-version> <nettype> <addrtype> <unicast-address>.
Fields
	:username - creator login or - when unknown
	:session_id - numeric session identifier (string on the wire)
	:session_version - incremented when the session description changes
	:net_type - network type, usually IN (Internet)
	:addr_type - address family, e.g. IP4 or IP6
	:unicast_address - address of the session originator


  


        

      


  

    
XMediaLib.SDP.Parser 
    



      
Line-oriented SDP parser.
What problem this solves
Incoming SDP arrives as a multiline string from SIP INVITE bodies or trickle
ICE updates. Turning that into structs requires walking session and media lines
in order and promoting WebRTC attributes into typed fields. This module is the
line-oriented parser behind XMediaLib.SDP.parse/1.
Walks CRLF- or LF-separated lines, building %XMediaLib.SDP{} and nested
media structs. Session lines (v=, o=, s=, c=, t=, session a=)
update the root struct. Each m= starts a new %XMediaLib.SDP.Media{};
following lines until the next m= belong to that section.
Well-known WebRTC attributes are promoted to typed fields via
XMediaLib.SDP.Parser.Helpers. By default, unrecognized non-a= lines are
skipped; :strict mode surfaces them as errors instead.
Prefer XMediaLib.SDP.parse/1 at application boundaries; use this module
when you need parser-specific options or tests.
RFCs
	RFC 4566 - SDP grammar
	RFC 8866 - SDP (current)
	RFC 8445 - ICE attributes
	RFC 8122 - DTLS fingerprint/setup
	RFC 8841 - SCTP/data channel attributes


      


      
        Summary


  
    Types
  


    
      
        parse_result()

      


        SDP parse result: {:ok, %SDP{}} or {:error, reason}.



    





  
    Functions
  


    
      
        parse(raw_sdp)

      


        Parses an SDP binary into %XMediaLib.SDP{}.



    


    
      
        parse(raw_sdp, opts)

      


        Parses an SDP binary with options.



    





      


      
        Types


        


  
    
      
    
    
      parse_result()



        
          
        

    

  


  

      

          @type parse_result() :: {:ok, XMediaLib.SDP.t()} | {:error, term()}


      


SDP parse result: {:ok, %SDP{}} or {:error, reason}.

  


        

      

      
        Functions


        


  
    
      
    
    
      parse(raw_sdp)



        
          
        

    

  


  

      

          @spec parse(binary()) :: parse_result()


      


Parses an SDP binary into %XMediaLib.SDP{}.
Equivalent to parse/2 with default options (non-strict).
Examples
iex> {:ok, sdp} = XMediaLib.SDP.Parser.parse("v=0\r\no=- 0 0 IN IP4 127.0.0.1\r\ns=-\r\nt=0 0\r\n")
iex> sdp.version
0

  



  
    
      
    
    
      parse(raw_sdp, opts)



        
          
        

    

  


  

      

          @spec parse(
  binary(),
  keyword()
) :: parse_result()


      


Parses an SDP binary with options.
Options:
	:strict - when true, unknown non-a= lines return
{:error, {:unsupported_line, line}} instead of being skipped

Malformed numeric fields or invalid promoted attributes raise internally
and surface as {:error, :parse_failed}.
Examples
iex> raw = "v=0\r\no=- 0 0 IN IP4 127.0.0.1\r\ns=-\r\nt=0 0\r\nz=bad\r\n"
iex> {:error, {:unsupported_line, "z=bad"}} = XMediaLib.SDP.Parser.parse(raw, strict: true)

  


        

      


  

    
XMediaLib.SDP.Parser.Helpers 
    



      
Field parsers for individual SDP line values.
What problem this solves
Full SDP documents are long, but tests and tools often need to parse one a=
or c= value in isolation. Each helper maps the payload after a line prefix
into a typed struct or attribute tuple used by XMediaLib.SDP.Parser. Keeping
them separate avoids duplicating grammar rules across session and media
sections.
These pure functions turn the payload after the line prefix (o=, c=,
m=, or the value portion of a=) into typed structs or attribute tuples.
XMediaLib.SDP.Parser calls them while walking a full session description;
tests and tools may call them directly when only one line needs parsing.
Promoted WebRTC attributes (ICE, fingerprint, rtpmap, etc.) update
%XMediaLib.SDP.Media{} fields. Unrecognized media attributes accumulate in
:attributes as {name, value} or {name, true}.
RFCs
	RFC 8866 - SDP line formats
	RFC 8445 - ICE candidate syntax
	RFC 8122 - DTLS fingerprint/setup
	RFC 8841 - SCTP/data channel attributes


      


      
        Summary


  
    Functions
  


    
      
        parse_candidate(value)

      


        Parses an ICE candidate attribute value into %XMediaLib.SDP.Candidate{}.



    


    
      
        parse_connection(line)

      


        Parses a c= value (without the c= prefix) into %XMediaLib.SDP.Connection{}.



    


    
      
        parse_group(line)

      


        Parses an a=group: value (after group:) into %XMediaLib.SDP.Group{}.



    


    
      
        parse_media_attribute(attr_line, media)

      


        Applies one media-level a= attribute to %XMediaLib.SDP.Media{}.



    


    
      
        parse_media_header(line)

      


        Parses an m= value (without the m= prefix) into a new %XMediaLib.SDP.Media{}.



    


    
      
        parse_origin(line)

      


        Parses an o= value (without the o= prefix) into %XMediaLib.SDP.Origin{}.



    


    
      
        parse_session_attribute(attr_line)

      


        Parses a session-level a= attribute into {name, value}.



    


    
      
        parse_time(line)

      


        Parses a t= value (without the t= prefix) into %XMediaLib.SDP.Time{}.



    





      


      
        Functions


        


  
    
      
    
    
      parse_candidate(value)



        
          
        

    

  


  

      

          @spec parse_candidate(String.t()) :: XMediaLib.SDP.Candidate.t()


      


Parses an ICE candidate attribute value into %XMediaLib.SDP.Candidate{}.
Examples
iex> cand = "1 1 udp 2130706431 192.0.2.1 5000 typ host"
iex> XMediaLib.SDP.Parser.Helpers.parse_candidate(cand)
%XMediaLib.SDP.Candidate{foundation: "1", component_id: 1, transport: "udp",
  priority: 2130706431, ip: "192.0.2.1", port: 5000, type: "host", rest: nil}

  



  
    
      
    
    
      parse_connection(line)



        
          
        

    

  


  

      

          @spec parse_connection(String.t()) :: XMediaLib.SDP.Connection.t()


      


Parses a c= value (without the c= prefix) into %XMediaLib.SDP.Connection{}.
Examples
iex> XMediaLib.SDP.Parser.Helpers.parse_connection("IN IP4 192.0.2.1")
%XMediaLib.SDP.Connection{net_type: "IN", addr_type: "IP4", address: "192.0.2.1"}

  



  
    
      
    
    
      parse_group(line)



        
          
        

    

  


  

      

          @spec parse_group(String.t()) :: XMediaLib.SDP.Group.t()


      


Parses an a=group: value (after group:) into %XMediaLib.SDP.Group{}.
Examples
iex> XMediaLib.SDP.Parser.Helpers.parse_group("BUNDLE 0 1")
%XMediaLib.SDP.Group{semantics: "BUNDLE", mids: ["0", "1"]}

  



  
    
      
    
    
      parse_media_attribute(attr_line, media)



        
          
        

    

  


  

      

          @spec parse_media_attribute(String.t(), XMediaLib.SDP.Media.t()) ::
  XMediaLib.SDP.Media.t()


      


Applies one media-level a= attribute to %XMediaLib.SDP.Media{}.
attr_line is the full attribute body after a= (e.g. mid:0 or
candidate:...). Known attributes update typed fields; others append to
:attributes.
Examples
iex> media = %XMediaLib.SDP.Media{type: :audio, port: 9}
iex> updated = XMediaLib.SDP.Parser.Helpers.parse_media_attribute("mid:0", media)
iex> updated.mid
"0"

  



  
    
      
    
    
      parse_media_header(line)



        
          
        

    

  


  

      

          @spec parse_media_header(String.t()) :: XMediaLib.SDP.Media.t()


      


Parses an m= value (without the m= prefix) into a new %XMediaLib.SDP.Media{}.
Known media types and transports are normalized to atoms; others remain strings.
Examples
iex> media = XMediaLib.SDP.Parser.Helpers.parse_media_header("audio 9 UDP/TLS/RTP/SAVPF 111")
iex> {media.type, media.port, media.protocol, media.formats}
{:audio, 9, :UDP_TLS_RTP_SAVPF, ["111"]}

  



  
    
      
    
    
      parse_origin(line)



        
          
        

    

  


  

      

          @spec parse_origin(String.t()) :: XMediaLib.SDP.Origin.t()


      


Parses an o= value (without the o= prefix) into %XMediaLib.SDP.Origin{}.
Examples
iex> XMediaLib.SDP.Parser.Helpers.parse_origin("- 0 0 IN IP4 127.0.0.1")
%XMediaLib.SDP.Origin{username: "-", session_id: "0", session_version: "0",
  net_type: "IN", addr_type: "IP4", unicast_address: "127.0.0.1"}

  



  
    
      
    
    
      parse_session_attribute(attr_line)



        
          
        

    

  


  

      

          @spec parse_session_attribute(String.t()) :: {String.t(), String.t() | true}


      


Parses a session-level a= attribute into {name, value}.
Flag attributes without a colon value return {name, true}.
Examples
iex> XMediaLib.SDP.Parser.Helpers.parse_session_attribute("ice-lite")
{"ice-lite", true}

iex> XMediaLib.SDP.Parser.Helpers.parse_session_attribute("msid-semantic: WMS stream")
{"msid-semantic", " WMS stream"}

  



  
    
      
    
    
      parse_time(line)



        
          
        

    

  


  

      

          @spec parse_time(String.t()) :: XMediaLib.SDP.Time.t()


      


Parses a t= value (without the t= prefix) into %XMediaLib.SDP.Time{}.
Examples
iex> XMediaLib.SDP.Parser.Helpers.parse_time("0 0")
%XMediaLib.SDP.Time{start: 0, stop: 0}

  


        

      


  

    
XMediaLib.SDP.RtcpFb 
    



      
RTP/AVPF feedback (a=rtcp-fb:) declaring RTCP feedback capabilities.
What problem this solves
WebRTC declares RTCP feedback capabilities (NACK, PLI, transport-cc) in
a=rtcp-fb: attributes so endpoints know which AVPF messages are allowed.
This struct represents one declared feedback token for a payload type.
Used for NACK, PLI, FIR, and transport-wide congestion control tokens.
Wire form: a=rtcp-fb:<pt> <type> [<param>]
RFCs
	RFC 4585 - AVPF
	RFC 5104 - codec control messages


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Payload type (or *), feedback type, and optional parameters.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.RtcpFb{
  parameters: String.t() | nil,
  payload_type: String.t(),
  type: String.t()
}


      


Payload type (or *), feedback type, and optional parameters.
Fields
	:payload_type - RTP payload type or * for all formats
	:type - feedback token, e.g. nack or transport-cc
	:parameters - optional subtype or parameter string


  


        

      


  

    
XMediaLib.SDP.Ssrc 
    



      
SSRC-level attribute (a=ssrc:) binding metadata to an RTP synchronization source.
What problem this solves
SSRC-level SDP attributes bind metadata (CNAME, MSID) to an RTP synchronization
source id before packets arrive. Conference and simulcast stacks use these
lines to correlate streams across renegotiation.
Common attributes include cname (canonical name) and msid (media stream id).
Wire form: a=ssrc:<ssrc-id> <attribute>[:<value>]
RFCs
	RFC 5576 - SSRC attributes in SDP


      


      
        Summary


  
    Types
  


    
      
        t()

      


        SSRC identifier and attribute name/value.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Ssrc{
  attribute: String.t(),
  id: non_neg_integer(),
  value: String.t() | nil
}


      


SSRC identifier and attribute name/value.
Fields
	:id - 32-bit synchronization source identifier
	:attribute - attribute name, e.g. cname
	:value - optional attribute value after :


  


        

      


  

    
XMediaLib.SDP.Time 
    



      
SDP timing (t=) describing when the session is active.
What problem this solves
SDP t= lines declare when a session is active using NTP-era timestamps.
WebRTC offers usually use (0, 0) for permanent sessions, but parsers still
need a typed representation of start and stop times.
Times are NTP-style seconds since 1900-01-01 UTC. (0, 0) means
"unspecified / permanent" and is the usual WebRTC default.
Wire form: t=<start-time> <stop-time>
RFCs
	RFC 8866 pt.5.9


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Timing fields from t=<start-time> <stop-time>.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.SDP.Time{start: non_neg_integer(), stop: non_neg_integer()}


      


Timing fields from t=<start-time> <stop-time>.
Fields
	:start - session start time (NTP epoch seconds)
	:stop - session stop time (0 often means unbounded)


  


        

      


  

    
XMediaLib.SIP 
    



      
Session Initiation Protocol (SIP) message parse and encode.
What problem this solves
SIP carries call setup, teardown, and registration as text messages with
headers and an optional body (often SDP for WebRTC). Gateways and soft switches
need to inspect or generate INVITE, ACK, and BYE without pulling in a full SIP
stack. This module parses wire binaries into maps and encodes them back for
signaling paths that pair with XMediaLib.SDP.
SIP is a text-based signaling protocol used to set up, modify, and tear down
real-time sessions (voice, video, presence). Messages carry a start line
(method + Request-URI for requests, or status code for responses), header
fields, and an optional body (often SDP for WebRTC offers and answers).
This module exposes parse/1 and encode/1 on wire binaries. Parsed
messages are plain maps (see XMediaLib.SIP.Elixir for the field contract).
Parse and encode today use the pure-Elixir implementation in
XMediaLib.SIP.Elixir; an optional priv/sip_nif.so may be loaded at startup
but is not required for normal operation.
Message map
Successful parse/1 returns {:ok, map} with these keys:
	:type - :request or :response
	:method - upper-case method string for requests ("INVITE", etc.), else nil
	:status - integer status code for responses (100..699), else nil
	:reason - reason phrase for responses, else nil
	:ruri - Request-URI for requests, else nil
	:headers - list of {name, value} tuples in wire order
	:body - message body binary (may be empty)

encode/1 accepts the same shape. It strips any existing Content-Length
header and writes a fresh one derived from byte_size(body).
RFCs
	RFC 3261 - SIP core
	RFC 3262 - reliability of provisional responses
	RFC 3581 - symmetric response routing (rport)


      


      
        Summary


  
    Functions
  


    
      
        encode(msg)

      


        Encodes a message map into SIP wire bytes.



    


    
      
        parse(binary)

      


        Parses a SIP message binary into a message map.



    





      


      
        Functions


        


  
    
      
    
    
      encode(msg)



        
          
        

    

  


  

Encodes a message map into SIP wire bytes.
The output always includes a computed Content-Length header. Returns
{:ok, binary} or {:error, :badarg} when required fields are missing or
invalid.
Examples
iex> msg = %{
...>   type: :response,
...>   status: 200,
...>   reason: "OK",
...>   headers: [{"Via", "SIP/2.0/UDP server.example.com"}],
...>   body: ""
...> }
iex> {:ok, wire} = XMediaLib.SIP.encode(msg)
iex> String.starts_with?(wire, "SIP/2.0 200 OK")
true

  



  
    
      
    
    
      parse(binary)



        
          
        

    

  


  

Parses a SIP message binary into a message map.
Returns {:ok, map} on success or {:error, reason} when the input is not
a binary (:badarg) or cannot be parsed (:parse_failed).
Examples
iex> wire = "INVITE sip:bob@example.com SIP/2.0\r\n" <>
...>   "Via: SIP/2.0/UDP pc33.example.com\r\n" <>
...>   "Content-Length: 0\r\n\r\n"
iex> {:ok, msg} = XMediaLib.SIP.parse(wire)
iex> {msg.type, msg.method, msg.ruri}
{:request, "INVITE", "sip:bob@example.com"}

  


        

      


  

    
XMediaLib.SIP.Elixir 
    



      
Pure-Elixir SIP message parser and encoder.
What problem this solves
Provides a pure-Elixir SIP parse/encode path so signaling works without
a native NIF. Used as the default implementation behind XMediaLib.SIP.
Used as the fallback (and current default) when priv/sip_nif.so is not
loaded. Implements RFC 3261-style start lines, header unfolding, and
Content-Length-bounded bodies.
See XMediaLib.SIP for the message map contract and RFC references.
RFCs
	RFC 3261


      


      
        Summary


  
    Functions
  


    
      
        encode(msg)

      


        Encodes a message map into SIP wire bytes with CRLF line endings.



    


    
      
        parse(binary)

      


        Parses a SIP message binary into a message map.



    





      


      
        Functions


        


  
    
      
    
    
      encode(msg)



        
          
        

    

  


  

Encodes a message map into SIP wire bytes with CRLF line endings.
Any existing Content-Length header in :headers is removed and replaced
with a value matching byte_size(body).
Examples
iex> msg = %{
...>   type: :request,
...>   method: "OPTIONS",
...>   ruri: "sip:server.example.com",
...>   headers: [],
...>   body: "ping"
...> }
iex> {:ok, wire} = XMediaLib.SIP.Elixir.encode(msg)
iex> wire =~ "OPTIONS sip:server.example.com SIP/2.0"
true
iex> wire =~ "Content-Length: 4"
true
iex> String.ends_with?(wire, "ping")
true

  



  
    
      
    
    
      parse(binary)



        
          
        

    

  


  

Parses a SIP message binary into a message map.
Header continuation lines (leading space or tab) are unfolded into the
preceding header value. When Content-Length is present, exactly that many
body bytes are consumed from the octets after the header block.
Examples
iex> wire = "SIP/2.0 200 OK\r\nVia: SIP/2.0/UDP pc33.example.com\r\nContent-Length: 0\r\n\r\n"
iex> {:ok, msg} = XMediaLib.SIP.Elixir.parse(wire)
iex> {msg.type, msg.status, msg.reason}
{:response, 200, "OK"}

  


        

      


  

    
XMediaLib.Srtp 
    



      
Secure RTP (SRTP) and Secure RTCP (SRTCP) encryption and authentication.
What problem this solves
WebRTC and many VoIP systems encrypt RTP payloads with SRTP after DTLS or ZRTP
key agreement. Senders must AES-CM encrypt and HMAC-authenticate each packet;
receivers must verify tags and maintain rollover counters per SSRC. This module
wraps those protect/unprotect steps and SRTCP index handling for media nodes
built on XMediaLib.
RTP alone does not encrypt media. SRTP adds confidentiality and integrity on
top of RTP using session keys derived from a shared master key and salt (often
exchanged via DTLS-SRTP in WebRTC). Only the RTP payload is encrypted; the
fixed header, CSRC list, and header extension remain readable so receivers can
route and decrypt packets. SRTCP protects control traffic with separate keys
and an explicit SRTCP index in each compound packet trailer.
Typical usage:
	Build %Srtp.Srtp_Crypto_Ctx{} with new_ctx/6 for each SSRC.
	Call encrypt/2 before sending and decrypt/2 after receiving.
	Thread the updated context returned from each call (ROC and RTCP index
advance with traffic).

Pass :passthru as the context to skip crypto (plaintext debugging).
Algorithms: encryption :aes_cm (AES counter mode, RFC 3711) or :null;
authentication :hmac_sha1, :skein_hmac, or :null. WebRTC defaults to
AES-CM + HMAC-SHA1 with a 10-byte tag (HMAC_SHA1_80). Authentication
failure returns {:error, :auth}.
RFCs
	RFC 3711 - SRTP and SRTCP
	RFC 3550 - RTP (cleartext header)
	RFC 5761 - RTP/RTCP multiplexing
	RFC 7983 - demux before decrypt


      


      
        Summary


  
    Functions
  


    
      
        append_auth(data, roc, atom, key, tag_length)

      


        Appends an SRTP authentication tag to data using aalg and session key.



    


    
      
        check_auth(data, roc, atom, key, tag_length)

      


        Verifies the authentication tag on an SRTP packet (RFC 3711).



    


    
      
        computeIV(arg, label, index, key_derivation_rate)

      


        RFC 3711 AES-CM IV for key derivation or packet encryption.



    


    
      
        decrypt(data, ctx)

      


        Decrypts an SRTP/SRTCP binary or struct, or passes through with :passthru.



    


    
      
        decrypt_payload(data, ssrc, index, atom, session_key, session_salt, key_derivation_rate, label)

      


        Decrypts a payload encrypted by encrypt_payload/8.



    


    
      
        decrypt_payload(last_part, ssrc, index, arg4, session_key, session_salt, key_derivation_rate, label, step, decrypted)

      


    


    
      
        derive_key(master_key, master_salt, label, index, key_derivation_rate, length \\ 16)

      


        Derives a session key from the master key and salt (RFC 3711 section 4.3.1).



    


    
      
        encrypt(rtp, ctx)

      


        Encrypts %Rtp{} or %Rtcp{} with ctx, or passes through when ctx is :passthru.



    


    
      
        encrypt_payload(data, ssrc, index, atom, session_key, session_salt, key_derivation_rate, label)

      


        Encrypts an RTP or SRTCP payload with the session encryption algorithm.



    


    
      
        encrypt_payload(last_part, ssrc, index, arg4, session_key, session_salt, key_derivation_rate, label, step, encrypted)

      


    


    
      
        get_ctr_cipher_stream(session_key, session_salt, label, index, key_derivation_rate, step)

      


        Returns one AES-CTR keystream block for debugging or custom crypto paths.



    


    
      
        guess_index(sequence_number, old_sequence_number, roc)

      


        Estimates the 48-bit SRTP packet index from sequence number and ROC (RFC 3711).



    


    
      
        new_ctx(ssrc, ealg, aalg, master_key, master_salt, tag_length)

      


        Builds an SRTP crypto context for one SSRC.



    


    
      
        new_ctx(ssrc, ealg, aalg, master_key, master_salt, tag_length, key_derivation_rate)

      


        Same as new_ctx/6 with explicit key_derivation_rate (RFC 3711 master key update).



    


    
      
        srtp_label_rtcp_auth()

      


        RFC 3711 SRTCP authentication KDF label (0x04).



    


    
      
        srtp_label_rtcp_encr()

      


        RFC 3711 key derivation label for SRTCP encryption (0x03).



    


    
      
        srtp_label_rtcp_salt()

      


        RFC 3711 SRTCP salt KDF label (0x05).



    


    
      
        srtp_label_rtp_auth()

      


        RFC 3711 key derivation label for RTP authentication (0x01).



    


    
      
        srtp_label_rtp_encr()

      


        RFC 3711 key derivation label for RTP encryption (0x00).



    


    
      
        srtp_label_rtp_salt()

      


        RFC 3711 key derivation label for RTP salt (0x02).



    


    
      
        update_ctx(ctx, sequence_number, old_sequence_number, roc)

      


        Updates ROC and highest sequence number in ctx after a successful RTP op.



    





      


      
        Functions


        


  
    
      
    
    
      append_auth(data, roc, atom, key, tag_length)



        
          
        

    

  


  

Appends an SRTP authentication tag to data using aalg and session key.

  



  
    
      
    
    
      check_auth(data, roc, atom, key, tag_length)



        
          
        

    

  


  

Verifies the authentication tag on an SRTP packet (RFC 3711).
roc is appended to the authenticated portion for RTP. Returns
{:ok, data_without_tag} or {:error, :auth}.

  



  
    
      
    
    
      computeIV(arg, label, index, key_derivation_rate)



        
          
        

    

  


  

RFC 3711 AES-CM IV for key derivation or packet encryption.

  



  
    
      
    
    
      decrypt(data, ctx)



        
          
        

    

  


  

Decrypts an SRTP/SRTCP binary or struct, or passes through with :passthru.
Returns {:ok, rtp_or_rtcp, updated_ctx} or {:error, :auth}.

  



  
    
      
    
    
      decrypt_payload(data, ssrc, index, atom, session_key, session_salt, key_derivation_rate, label)



        
          
        

    

  


  

Decrypts a payload encrypted by encrypt_payload/8.

  



  
    
      
    
    
      decrypt_payload(last_part, ssrc, index, arg4, session_key, session_salt, key_derivation_rate, label, step, decrypted)



        
          
        

    

  


  


  



    

  
    
      
    
    
      derive_key(master_key, master_salt, label, index, key_derivation_rate, length \\ 16)



        
          
        

    

  


  

Derives a session key from the master key and salt (RFC 3711 section 4.3.1).
label is one of the srtp_label_* constants. Default length is 16 octets.

  



  
    
      
    
    
      encrypt(rtp, ctx)



        
          
        

    

  


  

Encrypts %Rtp{} or %Rtcp{} with ctx, or passes through when ctx is :passthru.
Returns {:ok, binary, updated_ctx} on success.

  



  
    
      
    
    
      encrypt_payload(data, ssrc, index, atom, session_key, session_salt, key_derivation_rate, label)



        
          
        

    

  


  

Encrypts an RTP or SRTCP payload with the session encryption algorithm.
For AES-CM, index is the packet index (RTP) or SRTCP index. Unsupported
algorithms raise via throw/1.

  



  
    
      
    
    
      encrypt_payload(last_part, ssrc, index, arg4, session_key, session_salt, key_derivation_rate, label, step, encrypted)



        
          
        

    

  


  


  



  
    
      
    
    
      get_ctr_cipher_stream(session_key, session_salt, label, index, key_derivation_rate, step)



        
          
        

    

  


  

Returns one AES-CTR keystream block for debugging or custom crypto paths.

  



  
    
      
    
    
      guess_index(sequence_number, old_sequence_number, roc)



        
          
        

    

  


  

Estimates the 48-bit SRTP packet index from sequence number and ROC (RFC 3711).
Used when decrypting packets that did not carry the full index on the wire.

  



  
    
      
    
    
      new_ctx(ssrc, ealg, aalg, master_key, master_salt, tag_length)



        
          
        

    

  


  

      

          @spec new_ctx(
  non_neg_integer(),
  atom(),
  atom(),
  binary(),
  binary(),
  non_neg_integer()
) ::
  XMediaLib.Srtp.Srtp_Crypto_Ctx.t()


      


Builds an SRTP crypto context for one SSRC.
ealg is :aes_cm or :null. aalg is :hmac_sha1, :skein_hmac, or :null.
tag_length is 10 for HMAC_SHA1_80 (WebRTC default). The 6-argument form sets
key_derivation_rate to 0; pass a seventh argument to override.

  



  
    
      
    
    
      new_ctx(ssrc, ealg, aalg, master_key, master_salt, tag_length, key_derivation_rate)



        
          
        

    

  


  

      

          @spec new_ctx(
  non_neg_integer(),
  atom(),
  atom(),
  binary(),
  binary(),
  non_neg_integer(),
  non_neg_integer()
) :: XMediaLib.Srtp.Srtp_Crypto_Ctx.t()


      


Same as new_ctx/6 with explicit key_derivation_rate (RFC 3711 master key update).

  



  
    
      
    
    
      srtp_label_rtcp_auth()



        
          
        

    

  


  

RFC 3711 SRTCP authentication KDF label (0x04).
Examples
iex> XMediaLib.Srtp.srtp_label_rtcp_auth()
4

  



  
    
      
    
    
      srtp_label_rtcp_encr()



        
          
        

    

  


  

RFC 3711 key derivation label for SRTCP encryption (0x03).

  



  
    
      
    
    
      srtp_label_rtcp_salt()



        
          
        

    

  


  

RFC 3711 SRTCP salt KDF label (0x05).
Examples
iex> XMediaLib.Srtp.srtp_label_rtcp_salt()
5

  



  
    
      
    
    
      srtp_label_rtp_auth()



        
          
        

    

  


  

RFC 3711 key derivation label for RTP authentication (0x01).

  



  
    
      
    
    
      srtp_label_rtp_encr()



        
          
        

    

  


  

RFC 3711 key derivation label for RTP encryption (0x00).
Examples
iex> XMediaLib.Srtp.srtp_label_rtp_encr()
0

  



  
    
      
    
    
      srtp_label_rtp_salt()



        
          
        

    

  


  

RFC 3711 key derivation label for RTP salt (0x02).

  



  
    
      
    
    
      update_ctx(ctx, sequence_number, old_sequence_number, roc)



        
          
        

    

  


  

Updates ROC and highest sequence number in ctx after a successful RTP op.

  


        

      


  

    
XMediaLib.Srtp.Srtp_Crypto_Ctx 
    



      
Per-SSRC SRTP cryptographic state (RFC 3711).
What problem this solves
Holds per-SSRC SRTP session keys and replay counters so encrypt/decrypt
calls can advance ROC and SRTCP index safely across packets.
Holds derived session keys, replay/state indices, and algorithm choices.
Updated in place by encrypt/2 and decrypt/2.
RFCs
	RFC 3711


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Srtp.Srtp_Crypto_Ctx{
  aalg: atom(),
  ealg: atom(),
  f8_cipher: term(),
  k_a: binary(),
  k_a_rtcp: binary(),
  k_e: binary(),
  k_e_rtcp: binary(),
  k_s: binary(),
  k_s_rtcp: binary(),
  key_deriv_rate: non_neg_integer(),
  roc: non_neg_integer(),
  rtcp_idx: non_neg_integer(),
  s_l: non_neg_integer(),
  ssrc: non_neg_integer() | nil,
  tag_length: non_neg_integer()
}


      


Fields
	:ssrc - synchronization source this context protects
	:roc - rollover counter for RTP index (high 32 bits of packet index)
	:s_l - highest received RTP sequence number seen
	:rtcp_idx - SRTCP packet index for RTCP encryption
	:key_deriv_rate - master key update rate (0 disables periodic re-key)
	:ealg - encryption :null, :aes_cm, or unsupported :aes_f8 / TWICE
	:aalg - authentication :null, :hmac_sha1, or :skein_hmac
	:k_a, :k_e, :k_s - RTP auth, encryption, and salt session keys
	:k_a_rtcp, :k_e_rtcp, :k_s_rtcp - SRTCP session keys (labels 0x03-0x05)
	:tag_length - authentication tag size in octets (10 for WebRTC)


  


        

      


  

    
XMediaLib.Stun 
    



      
Encode and decode STUN and TURN messages.
What problem this solves
Peers behind NAT cannot always reach each other directly. ICE uses STUN to
discover server-reflexive addresses and TURN to relay when needed. Binding,
Allocate, and ChannelBind messages must be encoded and verified on the same
UDP paths that later carry RTP. This module parses and generates those binary
STUN/TURN packets for connectivity and relay setup.
STUN (Session Traversal Utilities for NAT) is a small binary protocol that
lets endpoints discover their public address, keep NAT bindings alive, and
(with TURN extensions) relay traffic when direct peer paths fail. ICE stacks
embed STUN in UDP (and sometimes TCP/TLS) to gather candidates and verify
connectivity before RTP/SRTP flows.
decode/2 turns a wire binary into %XMediaLib.Stun{}. encode/1 does the
reverse. Attribute names, methods, and classes are compiled from
priv/turn-attrs.txt, priv/turn-methods.txt, and priv/turn-classes.txt.
decode/2 verifies FINGERPRINT (CRC-32 xor 0x5354554E) and
MESSAGE-INTEGRITY (HMAC-SHA1 or HMAC-SHA256) when present, stripping those
trailers before attribute parsing. encode/1 appends integrity and fingerprint
when key, integrity, and fingerprint are set on the struct.
NAT behavior discovery attributes (change_request, response_origin,
other_address, etc.) and TURN allocation attributes (allocate, channelbind,
xor_relayed_address, ...) share the same attribute table. Repeated
xor_peer_address and xor_relayed_address values decode as lists.
decode_classic/1 handles pre-RFC 5389 cookie-less Binding messages for
legacy interop only.
RFCs
	RFC 8489 - STUN (current)
	RFC 5389 - STUN (obsoleted by RFC 8489)
	RFC 3489 - classic STUN (decode_classic/1)
	RFC 8656 - TURN over STUN
	RFC 5766 - TURN (obsoleted by RFC 8656)
	RFC 5780 - NAT behavior discovery attrs
	RFC 7635 - OAuth and password_algorithms


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A decoded or to-be-encoded STUN/TURN message.



    





  
    Functions
  


    
      
        check_integrity(stun_binary, key)

      


        Verifies and strips MESSAGE-INTEGRITY or MESSAGE-INTEGRITY-SHA256.



    


    
      
        decode(stun_binary, key \\ nil)

      


        Parses a STUN/TURN wire binary into %XMediaLib.Stun{}.



    


    
      
        decode_classic(stun_binary)

      


        Decodes an RFC 3489 classic STUN message (no RFC 5389 magic cookie).



    


    
      
        encode(config)

      


        Encodes %XMediaLib.Stun{} to a wire binary.



    


    
      
        opaque_string(bin)

      


        Normalizes an OpaqueString per RFC 8489: drops Default Ignorable code points, then NFKC.



    


    
      
        pretty(stun_binary)

      


        Formats a wire binary as class, method, transaction id, and string attrs.



    


    
      
        process_stun(arg1, key, fingerprint, integrity)

      


        Parses header and attributes after trailers have been stripped.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Stun{
  attrs: map() | keyword(),
  class: :request | :indication | :success | :error | nil,
  classic: boolean(),
  classic_cookie: non_neg_integer() | nil,
  fingerprint: boolean(),
  integrity: false | true | :sha256,
  key: binary() | nil,
  method: atom() | integer() | nil,
  ns: term(),
  peer_id: term(),
  transactionid: non_neg_integer() | nil,
  unknown_required: [integer()]
}


      


A decoded or to-be-encoded STUN/TURN message.
Fields
	:class - STUN class: :request, :indication, :success, or :error
	:method - method atom (e.g. :binding, :allocate) or raw 12-bit id
	:transactionid - 96-bit transaction id from the header
	:integrity - false, true (append/check HMAC-SHA1), or :sha256
	:key - long-term or short-term credential for MESSAGE-INTEGRITY
	:fingerprint - whether FINGERPRINT was seen on decode / should be written
	:attrs - attribute map (atom keys for known types; integer keys for unknown)
	:unknown_required - comprehension-required attribute types not implemented
	:ns - host application namespace (not serialized)
	:peer_id - host application peer id (not serialized)
	:classic - true when decoded via decode_classic/1
	:classic_cookie - 32-bit cookie from a classic STUN header (not 0x2112A442)


  


        

      

      
        Functions


        


  
    
      
    
    
      check_integrity(stun_binary, key)



        
          
        

    

  


  

      

          @spec check_integrity(binary(), binary() | nil) ::
  {false | true | :sha256, binary()} | {:error, :integrity}


      


Verifies and strips MESSAGE-INTEGRITY or MESSAGE-INTEGRITY-SHA256.
Call after FINGERPRINT has already been removed. Returns
{kind, remainder} when the trailer is valid or absent (kind is false,
true, or :sha256), or {:error, :integrity} when the HMAC does not match.
Examples
iex> request = <<0, 1, 0, 0, 33, 18, 164, 66, 0, 146, 225, 0,
...> 61, 62, 163, 87, 45, 150, 223, 8>>
iex> XMediaLib.Stun.check_integrity(request, nil)
{false, <<0, 1, 0, 0, 33, 18, 164, 66, 0, 146, 225, 0, 61, 62, 163, 87, 45, 150, 223, 8>>}

iex> XMediaLib.Stun.check_integrity(<<1, 2, 3>>, nil)
{false, <<1, 2, 3>>}

  



    

  
    
      
    
    
      decode(stun_binary, key \\ nil)



        
          
        

    

  


  

      

          @spec decode(binary(), binary() | nil) ::
  {:ok, t()} | {:error, :malformed | :fingerprint | :integrity}


      


Parses a STUN/TURN wire binary into %XMediaLib.Stun{}.
Verifies and strips FINGERPRINT first, then MESSAGE-INTEGRITY or
MESSAGE-INTEGRITY-SHA256 when key is provided. Returns
{:error, :fingerprint} or {:error, :integrity} when verification fails.
Examples
iex> request = <<0, 1, 0, 0, 33, 18, 164, 66, 0, 146, 225, 0,
...> 61, 62, 163, 87, 45, 150, 223, 8>>
iex> {:ok, stun} = XMediaLib.Stun.decode(request)
iex> {stun.class, stun.method, stun.fingerprint}
{:request, :binding, false}

iex> XMediaLib.Stun.decode(<<0, 1>>)
{:error, :malformed}

  



  
    
      
    
    
      decode_classic(stun_binary)



        
          
        

    

  


  

      

          @spec decode_classic(binary()) :: {:ok, t()} | {:error, :malformed}


      


Decodes an RFC 3489 classic STUN message (no RFC 5389 magic cookie).
Classic messages use a 32-bit cookie field that is not fixed to
0x2112A442. Only use this for legacy interop on plain UDP; modern ICE
uses decode/2. Sets :classic and :classic_cookie on the result.
Does not verify FINGERPRINT or MESSAGE-INTEGRITY trailers.

  



  
    
      
    
    
      encode(config)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Encodes %XMediaLib.Stun{} to a wire binary.
Attributes are written in map-iteration order with 4-byte TLV padding. When
key is set, HMAC-SHA1 is appended unless integrity is :sha256. When
fingerprint is true (the struct default), FINGERPRINT is appended last.
Classic messages (classic: true) omit the RFC 5389 magic cookie and do not
add fingerprint by default on the classic code path.
Examples
iex> response = %XMediaLib.Stun{class: :success, method: :binding,
...> transactionid: 123456789012, fingerprint: false, attrs: %{
...>   xor_mapped_address: {{127,0,0,1}, 12345},
...>   mapped_address: {{127,0,0,1}, 12345},
...>   source_address: {{127,0,0,1}, 12346},
...>   software: <<"XMediaLib-stun">>
...> }}
iex> encoded = XMediaLib.Stun.encode(response)
iex> {:ok, decoded} = XMediaLib.Stun.decode(encoded)
iex> decoded.method
:binding
iex> decoded.attrs.software
"XMediaLib-stun"

  



  
    
      
    
    
      opaque_string(bin)



        
          
        

    

  


  

      

          @spec opaque_string(binary()) :: binary()


      


Normalizes an OpaqueString per RFC 8489: drops Default Ignorable code points, then NFKC.
Used for STUN/TURN usernames, passwords, and realms before credential comparison.
Examples
iex> XMediaLib.Stun.opaque_string("user")
"user"

iex> XMediaLib.Stun.opaque_string("a" <> <<0xE2, 0x80, 0x8B>> <> "b")
"ab"

iex> XMediaLib.Stun.opaque_string(<<0xEF, 0xAC, 0x80>>)
"ff"

  



  
    
      
    
    
      pretty(stun_binary)



        
          
        

    

  


  

      

          @spec pretty(binary()) :: {:ok, map()}


      


Formats a wire binary as class, method, transaction id, and string attrs.
Addresses become "ip:port" strings for logging. Does not verify FINGERPRINT
or MESSAGE-INTEGRITY. The binary must start with a valid 20-byte STUN header.
Examples
iex> response = %XMediaLib.Stun{class: :success, method: :binding,
...> transactionid: 123456789012, fingerprint: false, attrs: %{
...>   xor_mapped_address: {{127,0,0,1}, 12345},
...>   mapped_address: {{127,0,0,1}, 12345},
...>   source_address: {{127,0,0,1}, 12346},
...>   software: <<"XMediaLib-stun">>
...> }} |> XMediaLib.Stun.encode()
iex> XMediaLib.Stun.pretty(response)
{:ok,
  %{
    attrs: %{
      mapped_address: "127.0.0.1:12345",
      software: "XMediaLib-stun",
      source_address: "127.0.0.1:12346",
      xor_mapped_address: "127.0.0.1:12345"
    },
    class: :success,
    method: :binding,
    transactionid: 123456789012
  }}

  



  
    
      
    
    
      process_stun(arg1, key, fingerprint, integrity)



        
          
        

    

  


  

      

          @spec process_stun(binary(), binary() | nil, boolean(), false | true | :sha256) ::
  {:ok, t()} | {:error, :malformed}


      


Parses header and attributes after trailers have been stripped.
Callers usually use decode/2. Use this when FINGERPRINT and
MESSAGE-INTEGRITY bytes are already removed from the binary.
key, fingerprint, and integrity are stored on the returned struct but
are not used while parsing attribute TLVs.
Examples
iex> request = <<0, 1, 0, 0, 33, 18, 164, 66, 0, 146, 225, 0,
...> 61, 62, 163, 87, 45, 150, 223, 8>>
iex> {:ok, stun} = XMediaLib.Stun.process_stun(request, nil, false, false)
iex> stun.method
:binding

iex> XMediaLib.Stun.process_stun(<<0, 1>>, nil, false, false)
{:error, :malformed}

  


        

      


  

    
XMediaLib.TestUtils 
    



      
Test and lab helpers for codec golden-file verification.
What problem this solves
Codec regressions are easiest to catch by replaying golden PCM fixtures through
encode/decode and comparing bit-exact output. Production RTP paths should not
read files from disk frame-by-frame. This module drives XMediaLib.Codec in
ExUnit suites under test/codecs/ and local lab runs only.
These functions read PCM and bitstream fixtures from disk, drive
XMediaLib.Codec frame-by-frame, and compare output. They are intended for
ExUnit suites under test/codecs/ and local debugging -- not for production
media paths or live RTP handling.
Endian-specific variants (codec_encode_pcmle, codec_decode_pcmbe, etc.)
convert host-endian 16-bit PCM before comparison.
RFCs
These helpers exercise codec implementations whose wire formats are defined
elsewhere (for example RFC 3551 for PCMU/PCMA, RFC 6716 for Opus). This
module itself defines no protocol; it only drives encode/decode against
fixture files.

      


      
        Summary


  
    Functions
  


    
      
        be16toh(binary)

      


        Converts big-endian 16-bit PCM samples to host-endian 16-bit samples.



    


    
      
        codec_decode(file_in, file_out, frame_size, codec_name, codec_type)

      


        Decodes bitstream file_in and compares to big-endian PCM fixture file_out.



    


    
      
        codec_decode_pcmbe(file_in, file_out, frame_size, codec_name, codec_type)

      


        Decodes bitstream and compares against big-endian PCM fixture.



    


    
      
        codec_decode_pcmle(file_in, file_out, frame_size, codec_name, codec_type)

      


        Decodes to little-endian PCM; converts expected output with le16toh/1.



    


    
      
        codec_encode(file_in, file_out, frame_size, codec_name, codec_type)

      


        Encodes big-endian PCM fixture file_in and compares to bitstream file_out.



    


    
      
        codec_encode_pcmbe(file_in, file_out, frame_size, codec_name, codec_type)

      


        Encodes big-endian PCM fixtures (default for most codec tests).



    


    
      
        codec_encode_pcmle(file_in, file_out, frame_size, codec_name, codec_type)

      


        Encodes little-endian PCM fixtures; converts input with le16toh/1 before compare.



    


    
      
        decode(name, codec, a, b, frame_size_a)

      


        Recursively decodes frames from a and compares PCM to b; returns true
when both inputs are exhausted.



    


    
      
        decode_f(name, codec, a, b, frame_size_a)

      


        Like decode/5 but prints frame mismatches to stdout instead of failing fast.



    


    
      
        diff(a, b)

      


        Byte-wise difference of two binaries (a - b per byte), same length as the longer input.



    


    
      
        encode(name, codec, a, b, frame_size_a)

      


        Recursively encodes PCM frames from a and compares bitstream to b.



    


    
      
        encode_f(name, codec, a, b, frame_size_a)

      


        Like encode/5 but prints frame mismatches to stdout instead of failing fast.



    


    
      
        le16toh(binary)

      


        Converts little-endian 16-bit PCM samples to host-endian 16-bit samples.



    





      


      
        Functions


        


  
    
      
    
    
      be16toh(binary)



        
          
        

    

  


  

Converts big-endian 16-bit PCM samples to host-endian 16-bit samples.

  



  
    
      
    
    
      codec_decode(file_in, file_out, frame_size, codec_name, codec_type)



        
          
        

    

  


  

Decodes bitstream file_in and compares to big-endian PCM fixture file_out.
Delegates to codec_decode_pcmbe/5.

  



  
    
      
    
    
      codec_decode_pcmbe(file_in, file_out, frame_size, codec_name, codec_type)



        
          
        

    

  


  

Decodes bitstream and compares against big-endian PCM fixture.

  



  
    
      
    
    
      codec_decode_pcmle(file_in, file_out, frame_size, codec_name, codec_type)



        
          
        

    

  


  

Decodes to little-endian PCM; converts expected output with le16toh/1.

  



  
    
      
    
    
      codec_encode(file_in, file_out, frame_size, codec_name, codec_type)



        
          
        

    

  


  

Encodes big-endian PCM fixture file_in and compares to bitstream file_out.
Delegates to codec_encode_pcmbe/5.

  



  
    
      
    
    
      codec_encode_pcmbe(file_in, file_out, frame_size, codec_name, codec_type)



        
          
        

    

  


  

Encodes big-endian PCM fixtures (default for most codec tests).

  



  
    
      
    
    
      codec_encode_pcmle(file_in, file_out, frame_size, codec_name, codec_type)



        
          
        

    

  


  

Encodes little-endian PCM fixtures; converts input with le16toh/1 before compare.

  



  
    
      
    
    
      decode(name, codec, a, b, frame_size_a)



        
          
        

    

  


  

Recursively decodes frames from a and compares PCM to b; returns true
when both inputs are exhausted.

  



  
    
      
    
    
      decode_f(name, codec, a, b, frame_size_a)



        
          
        

    

  


  

Like decode/5 but prints frame mismatches to stdout instead of failing fast.

  



  
    
      
    
    
      diff(a, b)



        
          
        

    

  


  

Byte-wise difference of two binaries (a - b per byte), same length as the longer input.

  



  
    
      
    
    
      encode(name, codec, a, b, frame_size_a)



        
          
        

    

  


  

Recursively encodes PCM frames from a and compares bitstream to b.

  



  
    
      
    
    
      encode_f(name, codec, a, b, frame_size_a)



        
          
        

    

  


  

Like encode/5 but prints frame mismatches to stdout instead of failing fast.

  



  
    
      
    
    
      le16toh(binary)



        
          
        

    

  


  

Converts little-endian 16-bit PCM samples to host-endian 16-bit samples.

  


        

      


  

    
XMediaLib.Zrtp 
    



      
ZRTP packet encode and decode (RFC 6189).
What problem this solves
Some endpoints encrypt media with ZRTP instead of WebRTC's DTLS-SRTP: keys are
negotiated in-band on the RTP port and verified with a Short Authentication
String. Application code must recognize ZRTP packets, parse HELLO/COMMIT/DHPart
bodies, and append CRC-32C trailers on encode. This module is the wire codec
used by XMediaLib.ZrtpFsm during the handshake.
ZRTP negotiates SRTP keys in-band on the RTP media path. Unlike WebRTC's
DTLS-SRTP, it does not require certificates from a central authority; peers
verify the session with a Short Authentication String (SAS) read aloud. Packets
are sent inside RTP (marker bit set) with a CRC-32C trailer.
Use decode/1 and encode/1 for full packets (header + CRC). Use
decode_message/1 and encode_message/1 for the inner message body only.
Handshake orchestration lives in XMediaLib.ZrtpFsm; cryptography in
XMediaLib.ZrtpCrypto. Message structs are in XMediaLib.ZrtpSchema.
RFCs
	RFC 6189 (ZRTP)
	RFC 3526 / RFC 5114 (DH and EC groups named in Hello)
	RFC 8265 (SAS rendering types)
	CRC-32C (Castagnoli) via XMediaLib.CRC32C


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Full ZRTP packet (RTP-style header plus message body and CRC).



    





  
    Functions
  


    
      
        decode(arg)

      


        Decodes a full ZRTP packet (header, message, CRC-32C).



    


    
      
        decode_message(arg1)

      


        Decodes a ZRTP message body (no RTP/ZRTP header, no CRC).



    


    
      
        encode(zrtp)

      


        Encodes %XMediaLib.Zrtp{} to a wire binary including CRC-32C trailer.



    


    
      
        encode_message(arg1)

      


        Encodes a ZRTP message struct or ack atom to its wire body (no header/CRC).



    


    
      
        zrtp_auth_all_supported()

      


        Auth tag types this implementation advertises in HELLO.



    


    
      
        zrtp_auth_tag_hs32()

      


        HMAC-SHA1 32-bit auth tag.



    


    
      
        zrtp_auth_tag_hs80()

      


        HMAC-SHA1 80-bit auth tag.



    


    
      
        zrtp_auth_tag_sk32()

      


        Skein 32-bit auth tag.



    


    
      
        zrtp_auth_tag_sk64()

      


        Skein 64-bit auth tag.



    


    
      
        zrtp_cipher_2fs1()

      


        Two-key Triple AES-128 (2FS1).



    


    
      
        zrtp_cipher_2fs2()

      


        Two-key Triple AES-192 (2FS2).



    


    
      
        zrtp_cipher_2fs3()

      


        Two-key Triple AES-256 (2FS3).



    


    
      
        zrtp_cipher_aes1()

      


        AES-128 SRTP cipher type.



    


    
      
        zrtp_cipher_aes2()

      


        AES-192 SRTP cipher type.



    


    
      
        zrtp_cipher_aes3()

      


        AES-256 SRTP cipher type.



    


    
      
        zrtp_cipher_all_supported()

      


        Cipher types this implementation advertises in HELLO.



    


    
      
        zrtp_error_dh_bad_hv()

      


        Error 0x62: DH hvi does not match hashed data.



    


    
      
        zrtp_error_dh_bad_pv()

      


        Error 0x61: DH bad pvi or pvr (1, 0, or p-1).



    


    
      
        zrtp_error_goclear_na()

      


        Error 0x100: GoClear received but not allowed.



    


    
      
        zrtp_error_hello_mismatch()

      


        Error 0x40: HELLO components mismatch.



    


    
      
        zrtp_error_mac()

      


        Error 0x70: bad Confirm packet MAC.



    


    
      
        zrtp_error_malformed_packet()

      


        Error 0x10: malformed packet (CRC OK, structure invalid).



    


    
      
        zrtp_error_mitm()

      


        Error 0x63: SAS relay from untrusted MiTM.



    


    
      
        zrtp_error_no_shared_secrets()

      


        Error 0x56: no shared secret; DH mode required.



    


    
      
        zrtp_error_nonce()

      


        Error 0x80: nonce reuse.



    


    
      
        zrtp_error_software()

      


        Error 0x20: critical software error.



    


    
      
        zrtp_error_ssrc()

      


        Error 0x91: SSRC collision.



    


    
      
        zrtp_error_timeout()

      


        Error 0xB0: protocol timeout.



    


    
      
        zrtp_error_unavailable()

      


        Error 0xA0: service unavailable.



    


    
      
        zrtp_error_unsupported_auth_tag()

      


        Error 0x54: SRTP auth tag not supported.



    


    
      
        zrtp_error_unsupported_cypher()

      


        Error 0x52: cipher type not supported.



    


    
      
        zrtp_error_unsupported_hash()

      


        Error 0x51: hash type not supported.



    


    
      
        zrtp_error_unsupported_key_exchange()

      


        Error 0x53: public-key exchange not supported.



    


    
      
        zrtp_error_unsupported_sas()

      


        Error 0x55: SAS rendering scheme not supported.



    


    
      
        zrtp_error_unsupported_version()

      


        Error 0x30: unsupported ZRTP version.



    


    
      
        zrtp_error_zid()

      


        Error 0x90: equal ZIDs in HELLO.



    


    
      
        zrtp_hash_all_supported()

      


        Hash types this implementation advertises in HELLO.



    


    
      
        zrtp_hash_n256()

      


        ZRTP hash type N256 (NIST P-256); not in zrtp_hash_all_supported/0.



    


    
      
        zrtp_hash_n384()

      


        ZRTP hash type N384 (NIST P-384); not in zrtp_hash_all_supported/0.



    


    
      
        zrtp_hash_s256()

      


        ZRTP hash type S256 (SHA-256).



    


    
      
        zrtp_hash_s384()

      


        ZRTP hash type S384 (SHA-384).



    


    
      
        zrtp_key_agreement_all_supported()

      


        Key-agreement modes this implementation advertises in HELLO.



    


    
      
        zrtp_key_agreement_dh2k()

      


        DH mode, 2048-bit MODP group (RFC 3526 section 3).



    


    
      
        zrtp_key_agreement_dh3k()

      


        DH mode, 3072-bit MODP group (RFC 3526 section 4).



    


    
      
        zrtp_key_agreement_dh4k()

      


        DH mode, 4096-bit MODP group (RFC 3526 section 5).



    


    
      
        zrtp_key_agreement_ec25()

      


        Elliptic-curve DH, P-256 (RFC 5114 section 2.6).



    


    
      
        zrtp_key_agreement_ec38()

      


        Elliptic-curve DH, P-384 (RFC 5114 section 2.7).



    


    
      
        zrtp_key_agreement_ec52()

      


        Elliptic-curve DH, P-521 (RFC 5114 section 2.8; deprecated).



    


    
      
        zrtp_sas_type_all_supported()

      


        SAS types this implementation advertises in HELLO.



    


    
      
        zrtp_sas_type_b32()

      


        SAS rendering: four-character Base32 string (RFC 8265).



    


    
      
        zrtp_sas_type_b256()

      


        SAS rendering: four-character Base256 string.



    


    
      
        zrtp_signature_type_pgp()

      


        Confirm/SASrelay signature type PGP.



    


    
      
        zrtp_signature_type_x509()

      


        Confirm/SASrelay signature type X.509.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.Zrtp{
  message: term(),
  sequence: non_neg_integer(),
  ssrc: non_neg_integer()
}


      


Full ZRTP packet (RTP-style header plus message body and CRC).
Fields
	sequence - 16-bit ZRTP sequence number
	ssrc - RTP SSRC of the sender
	message - decoded %ZrtpSchema{} struct or ack atom (:helloack, etc.)


  


        

      

      
        Functions


        


  
    
      
    
    
      decode(arg)



        
          
        

    

  


  

Decodes a full ZRTP packet (header, message, CRC-32C).
Verifies CRC via XMediaLib.CRC32C. Returns {:ok, %XMediaLib.Zrtp{}}.

  



  
    
      
    
    
      decode_message(arg1)



        
          
        

    

  


  

Decodes a ZRTP message body (no RTP/ZRTP header, no CRC).
Returns {:ok, struct} for typed messages, {:ok, atom} for acks
(:helloack, :conf2ack, ...), or {:error, :unknown_msg}.
Examples
iex> bin = XMediaLib.Zrtp.encode_message(:helloack)
iex> {:ok, :helloack} = XMediaLib.Zrtp.decode_message(bin)
iex> bin == XMediaLib.Zrtp.encode_message(:helloack)
true

  



  
    
      
    
    
      encode(zrtp)



        
          
        

    

  


  

Encodes %XMediaLib.Zrtp{} to a wire binary including CRC-32C trailer.

  



  
    
      
    
    
      encode_message(arg1)



        
          
        

    

  


  

Encodes a ZRTP message struct or ack atom to its wire body (no header/CRC).

  



  
    
      
    
    
      zrtp_auth_all_supported()



        
          
        

    

  


  

Auth tag types this implementation advertises in HELLO.

  



  
    
      
    
    
      zrtp_auth_tag_hs32()



        
          
        

    

  


  

HMAC-SHA1 32-bit auth tag.

  



  
    
      
    
    
      zrtp_auth_tag_hs80()



        
          
        

    

  


  

HMAC-SHA1 80-bit auth tag.

  



  
    
      
    
    
      zrtp_auth_tag_sk32()



        
          
        

    

  


  

Skein 32-bit auth tag.

  



  
    
      
    
    
      zrtp_auth_tag_sk64()



        
          
        

    

  


  

Skein 64-bit auth tag.

  



  
    
      
    
    
      zrtp_cipher_2fs1()



        
          
        

    

  


  

Two-key Triple AES-128 (2FS1).

  



  
    
      
    
    
      zrtp_cipher_2fs2()



        
          
        

    

  


  

Two-key Triple AES-192 (2FS2).

  



  
    
      
    
    
      zrtp_cipher_2fs3()



        
          
        

    

  


  

Two-key Triple AES-256 (2FS3).

  



  
    
      
    
    
      zrtp_cipher_aes1()



        
          
        

    

  


  

AES-128 SRTP cipher type.

  



  
    
      
    
    
      zrtp_cipher_aes2()



        
          
        

    

  


  

AES-192 SRTP cipher type.

  



  
    
      
    
    
      zrtp_cipher_aes3()



        
          
        

    

  


  

AES-256 SRTP cipher type.

  



  
    
      
    
    
      zrtp_cipher_all_supported()



        
          
        

    

  


  

Cipher types this implementation advertises in HELLO.

  



  
    
      
    
    
      zrtp_error_dh_bad_hv()



        
          
        

    

  


  

Error 0x62: DH hvi does not match hashed data.

  



  
    
      
    
    
      zrtp_error_dh_bad_pv()



        
          
        

    

  


  

Error 0x61: DH bad pvi or pvr (1, 0, or p-1).

  



  
    
      
    
    
      zrtp_error_goclear_na()



        
          
        

    

  


  

Error 0x100: GoClear received but not allowed.

  



  
    
      
    
    
      zrtp_error_hello_mismatch()



        
          
        

    

  


  

Error 0x40: HELLO components mismatch.

  



  
    
      
    
    
      zrtp_error_mac()



        
          
        

    

  


  

Error 0x70: bad Confirm packet MAC.

  



  
    
      
    
    
      zrtp_error_malformed_packet()



        
          
        

    

  


  

Error 0x10: malformed packet (CRC OK, structure invalid).

  



  
    
      
    
    
      zrtp_error_mitm()



        
          
        

    

  


  

Error 0x63: SAS relay from untrusted MiTM.

  



  
    
      
    
    
      zrtp_error_no_shared_secrets()



        
          
        

    

  


  

Error 0x56: no shared secret; DH mode required.

  



  
    
      
    
    
      zrtp_error_nonce()



        
          
        

    

  


  

Error 0x80: nonce reuse.

  



  
    
      
    
    
      zrtp_error_software()



        
          
        

    

  


  

Error 0x20: critical software error.

  



  
    
      
    
    
      zrtp_error_ssrc()



        
          
        

    

  


  

Error 0x91: SSRC collision.

  



  
    
      
    
    
      zrtp_error_timeout()



        
          
        

    

  


  

Error 0xB0: protocol timeout.

  



  
    
      
    
    
      zrtp_error_unavailable()



        
          
        

    

  


  

Error 0xA0: service unavailable.

  



  
    
      
    
    
      zrtp_error_unsupported_auth_tag()



        
          
        

    

  


  

Error 0x54: SRTP auth tag not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_cypher()



        
          
        

    

  


  

Error 0x52: cipher type not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_hash()



        
          
        

    

  


  

Error 0x51: hash type not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_key_exchange()



        
          
        

    

  


  

Error 0x53: public-key exchange not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_sas()



        
          
        

    

  


  

Error 0x55: SAS rendering scheme not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_version()



        
          
        

    

  


  

Error 0x30: unsupported ZRTP version.

  



  
    
      
    
    
      zrtp_error_zid()



        
          
        

    

  


  

Error 0x90: equal ZIDs in HELLO.

  



  
    
      
    
    
      zrtp_hash_all_supported()



        
          
        

    

  


  

Hash types this implementation advertises in HELLO.
Examples
iex> XMediaLib.Zrtp.zrtp_hash_all_supported()
["S256", "S384"]

  



  
    
      
    
    
      zrtp_hash_n256()



        
          
        

    

  


  

ZRTP hash type N256 (NIST P-256); not in zrtp_hash_all_supported/0.

  



  
    
      
    
    
      zrtp_hash_n384()



        
          
        

    

  


  

ZRTP hash type N384 (NIST P-384); not in zrtp_hash_all_supported/0.

  



  
    
      
    
    
      zrtp_hash_s256()



        
          
        

    

  


  

ZRTP hash type S256 (SHA-256).
Examples
iex> XMediaLib.Zrtp.zrtp_hash_s256()
"S256"

  



  
    
      
    
    
      zrtp_hash_s384()



        
          
        

    

  


  

ZRTP hash type S384 (SHA-384).

  



  
    
      
    
    
      zrtp_key_agreement_all_supported()



        
          
        

    

  


  

Key-agreement modes this implementation advertises in HELLO.

  



  
    
      
    
    
      zrtp_key_agreement_dh2k()



        
          
        

    

  


  

DH mode, 2048-bit MODP group (RFC 3526 section 3).

  



  
    
      
    
    
      zrtp_key_agreement_dh3k()



        
          
        

    

  


  

DH mode, 3072-bit MODP group (RFC 3526 section 4).

  



  
    
      
    
    
      zrtp_key_agreement_dh4k()



        
          
        

    

  


  

DH mode, 4096-bit MODP group (RFC 3526 section 5).

  



  
    
      
    
    
      zrtp_key_agreement_ec25()



        
          
        

    

  


  

Elliptic-curve DH, P-256 (RFC 5114 section 2.6).

  



  
    
      
    
    
      zrtp_key_agreement_ec38()



        
          
        

    

  


  

Elliptic-curve DH, P-384 (RFC 5114 section 2.7).

  



  
    
      
    
    
      zrtp_key_agreement_ec52()



        
          
        

    

  


  

Elliptic-curve DH, P-521 (RFC 5114 section 2.8; deprecated).

  



  
    
      
    
    
      zrtp_sas_type_all_supported()



        
          
        

    

  


  

SAS types this implementation advertises in HELLO.

  



  
    
      
    
    
      zrtp_sas_type_b32()



        
          
        

    

  


  

SAS rendering: four-character Base32 string (RFC 8265).

  



  
    
      
    
    
      zrtp_sas_type_b256()



        
          
        

    

  


  

SAS rendering: four-character Base256 string.

  



  
    
      
    
    
      zrtp_signature_type_pgp()



        
          
        

    

  


  

Confirm/SASrelay signature type PGP.

  



  
    
      
    
    
      zrtp_signature_type_x509()



        
          
        

    

  


  

Confirm/SASrelay signature type X.509.

  


        

      


  

    
XMediaLib.ZrtpCrypto 
    



      
Cryptographic primitives for ZRTP key agreement and key derivation.
What problem this solves
ZRTP combines Diffie-Hellman, hash commitments, and an HMAC-based KDF to
derive SRTP master keys and the SAS phrase. Handshake code should not
reimplement RFC 6189 math in every caller. This module centralizes DH, KDF
labels, MACs, and SAS rendering hooks for XMediaLib.Zrtp and
XMediaLib.ZrtpFsm.
ZRTP negotiates SRTP keys in-band on the media path using Diffie-Hellman and
an HMAC-based KDF (RFC 6189). This module wraps :crypto for DH key pairs,
shared secret computation, KDF labels, SAS rendering, and message MACs used
by XMediaLib.Zrtp and XMediaLib.ZrtpFsm.
RFCs
	RFC 6189 (ZRTP KDF, HMAC chain, SAS derivation)
	RFC 3526 (MODP DH groups DH2k/DH3k/DH4k)
	RFC 8265 (SAS Base32 via XMediaLib.SAS)


      


      
        Summary


  
    Functions
  


    
      
        get_hashfun(binary)

      


        Returns a hash function closure for ZRTP hash type S256 or S384.



    


    
      
        get_hashlength(binary)

      


        Hash output length in bytes for S256 (32) or S384 (48).



    


    
      
        get_hmacfun(binary)

      


        Returns an HMAC function closure keyed by the negotiated hash type.



    


    
      
        get_keylength(binary)

      


        AES key length in bytes for cipher type AES1, AES2, or AES3.



    


    
      
        get_taglength(binary)

      


        SRTP authentication tag length in bytes for HS32, HS80, SK32, or SK64.



    


    
      
        kdf(binary, key, label, kdf_context)

      


        ZRTP HMAC-based key derivation (RFC 6189 section on KDF).



    


    
      
        mkdh(key_agr)

      


        Generates a Diffie-Hellman key pair for ZRTP key-agreement type key_agr.



    


    
      
        mkfinal(pvr, private_key)

      


        Computes the DH shared secret from the peer's public value and our private key.



    


    
      
        mkhmac(msg, hash)

      


        Computes the 8-byte truncated HMAC-SHA256 over a ZRTP message (excluding MAC).



    


    
      
        sas(sas_value, binary)

      


        Renders a four-byte SAS value using ZRTP SAS type B32 or B256.



    


    
      
        verify_hmac(msg, mac, hash)

      


        Returns whether mac matches the HMAC for msg under hash chain value hash.



    





      


      
        Functions


        


  
    
      
    
    
      get_hashfun(binary)



        
          
        

    

  


  

Returns a hash function closure for ZRTP hash type S256 or S384.

  



  
    
      
    
    
      get_hashlength(binary)



        
          
        

    

  


  

Hash output length in bytes for S256 (32) or S384 (48).
Examples
iex> XMediaLib.ZrtpCrypto.get_hashlength(XMediaLib.Zrtp.zrtp_hash_s256())
32

  



  
    
      
    
    
      get_hmacfun(binary)



        
          
        

    

  


  

Returns an HMAC function closure keyed by the negotiated hash type.

  



  
    
      
    
    
      get_keylength(binary)



        
          
        

    

  


  

AES key length in bytes for cipher type AES1, AES2, or AES3.
Examples
iex> XMediaLib.ZrtpCrypto.get_keylength(XMediaLib.Zrtp.zrtp_cipher_aes1())
16

  



  
    
      
    
    
      get_taglength(binary)



        
          
        

    

  


  

SRTP authentication tag length in bytes for HS32, HS80, SK32, or SK64.

  



  
    
      
    
    
      kdf(binary, key, label, kdf_context)



        
          
        

    

  


  

ZRTP HMAC-based key derivation (RFC 6189 section on KDF).
Derives key material from master secret key, ASCII label, and kdf_context.

  



  
    
      
    
    
      mkdh(key_agr)



        
          
        

    

  


  

Generates a Diffie-Hellman key pair for ZRTP key-agreement type key_agr.
Accepts DH2k, DH3k, or DH4k (RFC 3526 MODP groups). Returns
{public_key, private_key} suitable for DHPart1/DHPart2 payloads.

  



  
    
      
    
    
      mkfinal(pvr, private_key)



        
          
        

    

  


  

Computes the DH shared secret from the peer's public value and our private key.
pvr or pvi length selects the MODP group (256, 384, or 512 bytes).

  



  
    
      
    
    
      mkhmac(msg, hash)



        
          
        

    

  


  

Computes the 8-byte truncated HMAC-SHA256 over a ZRTP message (excluding MAC).

  



  
    
      
    
    
      sas(sas_value, binary)



        
          
        

    

  


  

Renders a four-byte SAS value using ZRTP SAS type B32 or B256.

  



  
    
      
    
    
      verify_hmac(msg, mac, hash)



        
          
        

    

  


  

Returns whether mac matches the HMAC for msg under hash chain value hash.
Returns false when hash is nil.

  


        

      


  

    
XMediaLib.ZrtpFsm 
    



      
ZRTP handshake state machine (RFC 6189).
What problem this solves
A full ZRTP session requires timed exchanges of HELLO, COMMIT, DHPart, and
Confirm messages until both sides derive matching SRTP keys. Embedding that
logic in every media process is error-prone. This GenServer state machine runs
the RFC 6189 handshake and notifies the parent when encrypted RTP may start.
A GenServer that drives the HELLO -> COMMIT -> DHPart -> Confirm exchange,
derives SRTP keys, and notifies a parent process when media may be encrypted.
Peers compare the Short Authentication String (SAS) out of band instead of
trusting a central CA -- an alternative to DTLS-SRTP for encrypting RTP.
Callers typically send %XMediaLib.Zrtp{} packets via GenServer.call/2 and
receive the next outbound packet or :ok when the handshake completes.
Internal state is %XMediaLib.ZrtpSchema.State{}.
Wire constants and packet codec overlap with XMediaLib.Zrtp; this module
duplicates string-oriented accessors for FSM tests and negotiation helpers.
RFCs
	RFC 6189 (ZRTP handshake and key derivation)
	RFC 3711 (derived SRTP master key/salt passed to parent)
	RFC 3526 / RFC 5114 (DH groups)


      


      
        Summary


  
    Types
  


    
      
        packet()

      


        Legacy packet view used in some tests; prefer %XMediaLib.Zrtp{} on the wire.



    





  
    Functions
  


    
      
        calculate_hvi(hello, dhpart2, hash_fun)

      


        Computes Hash Commitment HVI for COMMIT (hash of DHPart2 wire bytes + HELLO wire bytes).



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        init(params)

      


        Initializes FSM state. Deferred setup runs on first :init call or timer.



    


    
      
        negotiate(default, alice_list, bob_list)

      


    


    
      
        negotiate(tid, rec_id, default, bob_list)

      


        Negotiates an algorithm from intersecting preference lists.



    


    
      
        start_link(args)

      


        Starts the ZRTP FSM.



    


    
      
        verify_hmac(packet, h2)

      


        Verifies truncated HMAC on HELLO, COMMIT, DHPart1, or DHPart2 using hash chain value.



    


    
      
        zrtp_auth_all_supported()

      


        Supported auth tag types for negotiation.



    


    
      
        zrtp_auth_tag_hs32()

      


        HMAC-SHA1 32-bit auth tag string.



    


    
      
        zrtp_auth_tag_hs80()

      


        HMAC-SHA1 80-bit auth tag string.



    


    
      
        zrtp_auth_tag_sk32()

      


        Skein 32-bit auth tag string.



    


    
      
        zrtp_auth_tag_sk64()

      


        Skein 64-bit auth tag string.



    


    
      
        zrtp_cipher_2fs1()

      


        Two-key Triple AES-128 cipher type string.



    


    
      
        zrtp_cipher_2fs2()

      


        Two-key Triple AES-192 cipher type string.



    


    
      
        zrtp_cipher_2fs3()

      


        Two-key Triple AES-256 cipher type string.



    


    
      
        zrtp_cipher_aes1()

      


        AES-128 SRTP cipher type string.



    


    
      
        zrtp_cipher_aes2()

      


        AES-192 SRTP cipher type string.



    


    
      
        zrtp_cipher_aes3()

      


        AES-256 SRTP cipher type string.



    


    
      
        zrtp_cipher_all_supported()

      


        Supported cipher types for negotiation.



    


    
      
        zrtp_error_dh_bad_hv()

      


        Error 0x62: DH hvi mismatch.



    


    
      
        zrtp_error_dh_bad_py()

      


        Error 0x61: DH bad pvi or pvr.



    


    
      
        zrtp_error_goclear_na()

      


        Error 0x100: GoClear not allowed.



    


    
      
        zrtp_error_hello_mismatch()

      


        Error 0x40: HELLO components mismatch.



    


    
      
        zrtp_error_mac()

      


        Error 0x70: bad Confirm MAC.



    


    
      
        zrtp_error_malformed_packet()

      


        Error 0x10: malformed packet.



    


    
      
        zrtp_error_mitm()

      


        Error 0x63: untrusted MiTM SAS relay.



    


    
      
        zrtp_error_no_shared_secrets()

      


        Error 0x56: no shared secret available.



    


    
      
        zrtp_error_nonce()

      


        Error 0x80: nonce reuse.



    


    
      
        zrtp_error_software()

      


        Error 0x20: critical software error.



    


    
      
        zrtp_error_ssrc()

      


        Error 0x91: SSRC collision.



    


    
      
        zrtp_error_timeout()

      


        Error 0xB0: protocol timeout.



    


    
      
        zrtp_error_unavailable()

      


        Error 0xA0: service unavailable.



    


    
      
        zrtp_error_unsupported_auth_tag()

      


        Error 0x54: auth tag not supported.



    


    
      
        zrtp_error_unsupported_cypher()

      


        Error 0x52: cipher type not supported.



    


    
      
        zrtp_error_unsupported_hash()

      


        Error 0x51: hash type not supported.



    


    
      
        zrtp_error_unsupported_key_exchange()

      


        Error 0x53: key exchange not supported.



    


    
      
        zrtp_error_unsupported_sas()

      


        Error 0x55: SAS type not supported.



    


    
      
        zrtp_error_unsupported_version()

      


        Error 0x30: unsupported ZRTP version.



    


    
      
        zrtp_error_zid()

      


        Error 0x90: equal ZIDs in HELLO.



    


    
      
        zrtp_hash_all_supported()

      


        Supported hash types for negotiation.



    


    
      
        zrtp_hash_n256()

      


        ZRTP hash type N256 as string.



    


    
      
        zrtp_hash_n384()

      


        ZRTP hash type N384 as string.



    


    
      
        zrtp_hash_s256()

      


        ZRTP hash type S256 (SHA-256) as string.



    


    
      
        zrtp_hash_s384()

      


        ZRTP hash type S384 (SHA-384) as string.



    


    
      
        zrtp_key_agreement_all_supported()

      


        Supported DH key-agreement modes for negotiation.



    


    
      
        zrtp_key_agreement_dh2k()

      


        DH 2048-bit MODP group (RFC 3526 section 3).



    


    
      
        zrtp_key_agreement_dh3k()

      


        DH 3072-bit MODP group (RFC 3526 section 4).



    


    
      
        zrtp_key_agreement_dh4k()

      


        DH 4096-bit MODP group (RFC 3526 section 5).



    


    
      
        zrtp_key_agreement_ec25()

      


        EC DH P-256 (RFC 5114 section 2.6).



    


    
      
        zrtp_key_agreement_ec38()

      


        EC DH P-384 (RFC 5114 section 2.7).



    


    
      
        zrtp_key_agreement_ec52()

      


        EC DH P-521 (RFC 5114 section 2.8; deprecated).



    


    
      
        zrtp_key_agreement_mult()

      


        Multistream non-DH key agreement.



    


    
      
        zrtp_key_agreement_prsh()

      


        Preshared non-DH key agreement.



    


    
      
        zrtp_magic_cookie()

      


        ZRTP magic cookie (ASCII "ZRTP").



    


    
      
        zrtp_marker()

      


        ZRTP RTP header marker value (0x1000).



    


    
      
        zrtp_msg_clear_ack()

      


        ClearACK message type string.



    


    
      
        zrtp_msg_commit()

      


        COMMIT message type string.



    


    
      
        zrtp_msg_conf2_ack()

      


        Conf2ACK message type string.



    


    
      
        zrtp_msg_confirm1()

      


        Confirm1 message type string.



    


    
      
        zrtp_msg_confirm2()

      


        Confirm2 message type string.



    


    
      
        zrtp_msg_dhpart1()

      


        DHPart1 message type string.



    


    
      
        zrtp_msg_dhpart2()

      


        DHPart2 message type string.



    


    
      
        zrtp_msg_error()

      


        Error message type string.



    


    
      
        zrtp_msg_error_ack()

      


        ErrorACK message type string.



    


    
      
        zrtp_msg_goclear()

      


        GoClear message type string.



    


    
      
        zrtp_msg_hello()

      


        HELLO message type string (8 chars, space padded).



    


    
      
        zrtp_msg_hello_ack()

      


        HELLOACK message type string.



    


    
      
        zrtp_msg_ping()

      


        Ping message type string.



    


    
      
        zrtp_msg_ping_ack()

      


        PingACK message type string.



    


    
      
        zrtp_msg_relay_ack()

      


        RelayACK message type string.



    


    
      
        zrtp_msg_sas_relay()

      


        SASrelay message type string.



    


    
      
        zrtp_sas_type_all_supported()

      


        Supported SAS types for negotiation.



    


    
      
        zrtp_sas_type_b32()

      


        Base32 SAS rendering type string.



    


    
      
        zrtp_sas_type_b256()

      


        Base256 SAS rendering type string.



    


    
      
        zrtp_signature_type_pgp()

      


        PGP signature type string.



    


    
      
        zrtp_signature_type_x509()

      


        X.509 signature type string.



    





      


      
        Types


        


  
    
      
    
    
      packet()



        
          
        

    

  


  

      

          @type packet() :: %XMediaLib.ZrtpFsm{
  message: term(),
  sequence: non_neg_integer(),
  ssrc: non_neg_integer()
}


      


Legacy packet view used in some tests; prefer %XMediaLib.Zrtp{} on the wire.
Fields
	:sequence - 16-bit ZRTP sequence number
	:ssrc - RTP SSRC of the sender
	:message - decoded ZRTP message struct or ack atom


  


        

      

      
        Functions


        


  
    
      
    
    
      calculate_hvi(hello, dhpart2, hash_fun)



        
          
        

    

  


  

Computes Hash Commitment HVI for COMMIT (hash of DHPart2 wire bytes + HELLO wire bytes).

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      init(params)



        
          
        

    

  


  

Initializes FSM state. Deferred setup runs on first :init call or timer.
See start_link/1 for argument shapes.

  



  
    
      
    
    
      negotiate(default, alice_list, bob_list)



        
          
        

    

  


  


  



  
    
      
    
    
      negotiate(tid, rec_id, default, bob_list)



        
          
        

    

  


  

Negotiates an algorithm from intersecting preference lists.
Four-arg form reads Alice's list from ETS. Three-arg form returns default
when either list is empty, otherwise the first Bob preference that Alice
also supports (Bob's order wins among the intersection).
Examples
iex> XMediaLib.ZrtpFsm.negotiate("S256", [], ["S384"])
"S256"

iex> XMediaLib.ZrtpFsm.negotiate("AES1", ["AES1", "AES2"], ["AES2", "AES1"])
"AES2"

  



  
    
      
    
    
      start_link(args)



        
          
        

    

  


  

Starts the ZRTP FSM.
args is [parent], [parent, zid, ssrc], or the full init list with
algorithm preference lists (see init/1).

  



  
    
      
    
    
      verify_hmac(packet, h2)



        
          
        

    

  


  

Verifies truncated HMAC on HELLO, COMMIT, DHPart1, or DHPart2 using hash chain value.

  



  
    
      
    
    
      zrtp_auth_all_supported()



        
          
        

    

  


  

Supported auth tag types for negotiation.

  



  
    
      
    
    
      zrtp_auth_tag_hs32()



        
          
        

    

  


  

HMAC-SHA1 32-bit auth tag string.

  



  
    
      
    
    
      zrtp_auth_tag_hs80()



        
          
        

    

  


  

HMAC-SHA1 80-bit auth tag string.

  



  
    
      
    
    
      zrtp_auth_tag_sk32()



        
          
        

    

  


  

Skein 32-bit auth tag string.

  



  
    
      
    
    
      zrtp_auth_tag_sk64()



        
          
        

    

  


  

Skein 64-bit auth tag string.

  



  
    
      
    
    
      zrtp_cipher_2fs1()



        
          
        

    

  


  

Two-key Triple AES-128 cipher type string.

  



  
    
      
    
    
      zrtp_cipher_2fs2()



        
          
        

    

  


  

Two-key Triple AES-192 cipher type string.

  



  
    
      
    
    
      zrtp_cipher_2fs3()



        
          
        

    

  


  

Two-key Triple AES-256 cipher type string.

  



  
    
      
    
    
      zrtp_cipher_aes1()



        
          
        

    

  


  

AES-128 SRTP cipher type string.

  



  
    
      
    
    
      zrtp_cipher_aes2()



        
          
        

    

  


  

AES-192 SRTP cipher type string.

  



  
    
      
    
    
      zrtp_cipher_aes3()



        
          
        

    

  


  

AES-256 SRTP cipher type string.

  



  
    
      
    
    
      zrtp_cipher_all_supported()



        
          
        

    

  


  

Supported cipher types for negotiation.

  



  
    
      
    
    
      zrtp_error_dh_bad_hv()



        
          
        

    

  


  

Error 0x62: DH hvi mismatch.

  



  
    
      
    
    
      zrtp_error_dh_bad_py()



        
          
        

    

  


  

Error 0x61: DH bad pvi or pvr.

  



  
    
      
    
    
      zrtp_error_goclear_na()



        
          
        

    

  


  

Error 0x100: GoClear not allowed.

  



  
    
      
    
    
      zrtp_error_hello_mismatch()



        
          
        

    

  


  

Error 0x40: HELLO components mismatch.

  



  
    
      
    
    
      zrtp_error_mac()



        
          
        

    

  


  

Error 0x70: bad Confirm MAC.

  



  
    
      
    
    
      zrtp_error_malformed_packet()



        
          
        

    

  


  

Error 0x10: malformed packet.

  



  
    
      
    
    
      zrtp_error_mitm()



        
          
        

    

  


  

Error 0x63: untrusted MiTM SAS relay.

  



  
    
      
    
    
      zrtp_error_no_shared_secrets()



        
          
        

    

  


  

Error 0x56: no shared secret available.

  



  
    
      
    
    
      zrtp_error_nonce()



        
          
        

    

  


  

Error 0x80: nonce reuse.

  



  
    
      
    
    
      zrtp_error_software()



        
          
        

    

  


  

Error 0x20: critical software error.

  



  
    
      
    
    
      zrtp_error_ssrc()



        
          
        

    

  


  

Error 0x91: SSRC collision.

  



  
    
      
    
    
      zrtp_error_timeout()



        
          
        

    

  


  

Error 0xB0: protocol timeout.

  



  
    
      
    
    
      zrtp_error_unavailable()



        
          
        

    

  


  

Error 0xA0: service unavailable.

  



  
    
      
    
    
      zrtp_error_unsupported_auth_tag()



        
          
        

    

  


  

Error 0x54: auth tag not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_cypher()



        
          
        

    

  


  

Error 0x52: cipher type not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_hash()



        
          
        

    

  


  

Error 0x51: hash type not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_key_exchange()



        
          
        

    

  


  

Error 0x53: key exchange not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_sas()



        
          
        

    

  


  

Error 0x55: SAS type not supported.

  



  
    
      
    
    
      zrtp_error_unsupported_version()



        
          
        

    

  


  

Error 0x30: unsupported ZRTP version.

  



  
    
      
    
    
      zrtp_error_zid()



        
          
        

    

  


  

Error 0x90: equal ZIDs in HELLO.

  



  
    
      
    
    
      zrtp_hash_all_supported()



        
          
        

    

  


  

Supported hash types for negotiation.
Examples
iex> XMediaLib.ZrtpFsm.zrtp_hash_all_supported()
["S256", "S384"]

  



  
    
      
    
    
      zrtp_hash_n256()



        
          
        

    

  


  

ZRTP hash type N256 as string.

  



  
    
      
    
    
      zrtp_hash_n384()



        
          
        

    

  


  

ZRTP hash type N384 as string.

  



  
    
      
    
    
      zrtp_hash_s256()



        
          
        

    

  


  

ZRTP hash type S256 (SHA-256) as string.

  



  
    
      
    
    
      zrtp_hash_s384()



        
          
        

    

  


  

ZRTP hash type S384 (SHA-384) as string.

  



  
    
      
    
    
      zrtp_key_agreement_all_supported()



        
          
        

    

  


  

Supported DH key-agreement modes for negotiation.

  



  
    
      
    
    
      zrtp_key_agreement_dh2k()



        
          
        

    

  


  

DH 2048-bit MODP group (RFC 3526 section 3).

  



  
    
      
    
    
      zrtp_key_agreement_dh3k()



        
          
        

    

  


  

DH 3072-bit MODP group (RFC 3526 section 4).

  



  
    
      
    
    
      zrtp_key_agreement_dh4k()



        
          
        

    

  


  

DH 4096-bit MODP group (RFC 3526 section 5).

  



  
    
      
    
    
      zrtp_key_agreement_ec25()



        
          
        

    

  


  

EC DH P-256 (RFC 5114 section 2.6).

  



  
    
      
    
    
      zrtp_key_agreement_ec38()



        
          
        

    

  


  

EC DH P-384 (RFC 5114 section 2.7).

  



  
    
      
    
    
      zrtp_key_agreement_ec52()



        
          
        

    

  


  

EC DH P-521 (RFC 5114 section 2.8; deprecated).

  



  
    
      
    
    
      zrtp_key_agreement_mult()



        
          
        

    

  


  

Multistream non-DH key agreement.

  



  
    
      
    
    
      zrtp_key_agreement_prsh()



        
          
        

    

  


  

Preshared non-DH key agreement.

  



  
    
      
    
    
      zrtp_magic_cookie()



        
          
        

    

  


  

ZRTP magic cookie (ASCII "ZRTP").

  



  
    
      
    
    
      zrtp_marker()



        
          
        

    

  


  

ZRTP RTP header marker value (0x1000).

  



  
    
      
    
    
      zrtp_msg_clear_ack()



        
          
        

    

  


  

ClearACK message type string.

  



  
    
      
    
    
      zrtp_msg_commit()



        
          
        

    

  


  

COMMIT message type string.

  



  
    
      
    
    
      zrtp_msg_conf2_ack()



        
          
        

    

  


  

Conf2ACK message type string.

  



  
    
      
    
    
      zrtp_msg_confirm1()



        
          
        

    

  


  

Confirm1 message type string.

  



  
    
      
    
    
      zrtp_msg_confirm2()



        
          
        

    

  


  

Confirm2 message type string.

  



  
    
      
    
    
      zrtp_msg_dhpart1()



        
          
        

    

  


  

DHPart1 message type string.

  



  
    
      
    
    
      zrtp_msg_dhpart2()



        
          
        

    

  


  

DHPart2 message type string.

  



  
    
      
    
    
      zrtp_msg_error()



        
          
        

    

  


  

Error message type string.

  



  
    
      
    
    
      zrtp_msg_error_ack()



        
          
        

    

  


  

ErrorACK message type string.

  



  
    
      
    
    
      zrtp_msg_goclear()



        
          
        

    

  


  

GoClear message type string.

  



  
    
      
    
    
      zrtp_msg_hello()



        
          
        

    

  


  

HELLO message type string (8 chars, space padded).

  



  
    
      
    
    
      zrtp_msg_hello_ack()



        
          
        

    

  


  

HELLOACK message type string.

  



  
    
      
    
    
      zrtp_msg_ping()



        
          
        

    

  


  

Ping message type string.

  



  
    
      
    
    
      zrtp_msg_ping_ack()



        
          
        

    

  


  

PingACK message type string.

  



  
    
      
    
    
      zrtp_msg_relay_ack()



        
          
        

    

  


  

RelayACK message type string.

  



  
    
      
    
    
      zrtp_msg_sas_relay()



        
          
        

    

  


  

SASrelay message type string.

  



  
    
      
    
    
      zrtp_sas_type_all_supported()



        
          
        

    

  


  

Supported SAS types for negotiation.

  



  
    
      
    
    
      zrtp_sas_type_b32()



        
          
        

    

  


  

Base32 SAS rendering type string.

  



  
    
      
    
    
      zrtp_sas_type_b256()



        
          
        

    

  


  

Base256 SAS rendering type string.

  



  
    
      
    
    
      zrtp_signature_type_pgp()



        
          
        

    

  


  

PGP signature type string.

  



  
    
      
    
    
      zrtp_signature_type_x509()



        
          
        

    

  


  

X.509 signature type string.

  


        

      


  

    
XMediaLib.ZrtpSchema 
    



      
Struct definitions for ZRTP protocol messages.
What problem this solves
ZRTP defines many binary message types with fixed field layouts. Encoding and
decoding are clearer when each packet maps to a typed struct rather than raw
binaries everywhere. This module collects those structs for XMediaLib.Zrtp
and handshake state held by XMediaLib.ZrtpFsm.
What ZRTP messages are
ZRTP (RFC 6189) lets two endpoints agree on SRTP encryption keys by
exchanging special packets inside the media path itself, without depending on
a central certificate authority (unlike DTLS-SRTP in typical WebRTC). Each
packet type (HELLO, COMMIT, DHPart, Confirm, and so on) is represented here
as a nested struct so XMediaLib.Zrtp can encode and decode them.
Nested modules map 1:1 to ZRTP packet types or to internal FSM state used by
XMediaLib.ZrtpFsm. Encoding and decoding live in XMediaLib.Zrtp.
RFCs
	RFC 6189 -- ZRTP message layouts and field meanings
	RFC 3711 -- SRTP (keys derived after ZRTP completes)


      




  

    
XMediaLib.ZrtpSchema.Commit 
    



      
COMMIT message: chosen algorithms and Hash Commitment (HVI) or non-DH nonce.
What problem this solves
Commits chosen algorithms and hash values for the ZRTP exchange.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.Commit{
  auth: binary(),
  cipher: binary(),
  h2: binary(),
  hash: binary(),
  hvi: binary() | nil,
  keyagr: binary(),
  keyid: binary() | nil,
  mac: binary(),
  nonce: binary() | nil,
  sas: binary(),
  zid: binary()
}


      


Fields
	h2 - hash image H2 (32 bytes)	zid - sender ZID (12 bytes)
	hash, cipher, auth, keyagr, sas - negotiated 4-char types
	hvi - hash commitment for DH mode (32 bytes)
	nonce - random nonce for Mult/Prsh non-DH modes (16 bytes)
	keyid - preshared key id for Prsh mode (8 bytes)
	mac - 8-byte truncated HMAC




  


        

      


  

    
XMediaLib.ZrtpSchema.Confirm1 
    



      
Confirm1 message: initiator confirms keys (encrypted or cleartext H0 block).
What problem this solves
Confirms initiator keys (encrypted or clear Confirm layout).
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.Confirm1{
  allow_clear: 0 | 1 | nil,
  cache_exp_interval: binary() | nil,
  cfb_init_vect: binary(),
  conf_mac: binary(),
  disclosure: 0 | 1 | nil,
  encrypted_data: binary() | nil,
  h0: binary() | nil,
  pbx_enrollement: 0 | 1 | nil,
  sas_verified: 0 | 1 | nil,
  signature: XMediaLib.ZrtpSchema.Signature.t() | nil
}


      


Fields
	conf_mac - HMAC over encrypted confirm payload	cfb_init_vect - AES-CTR IV (16 bytes)
	h0 - hash preimage H0 when encoding cleartext confirm block
	pbx_enrollement, sas_verified, allow_clear, disclosure - flags
	cache_exp_interval - retained-secret cache interval
	signature - optional %Signature{}
	encrypted_data - wire ciphertext when not using struct fields above




  


        

      


  

    
XMediaLib.ZrtpSchema.Confirm2 
    



      
Confirm2 message: responder confirms keys (same layout as Confirm1).
What problem this solves
Confirms responder keys with the same layout as Confirm1.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Same layout as %XMediaLib.ZrtpSchema.Confirm1{}.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: XMediaLib.ZrtpSchema.Confirm1.t()


      


Same layout as %XMediaLib.ZrtpSchema.Confirm1{}.
Fields
See %XMediaLib.ZrtpSchema.Confirm1{} @typedoc.

  


        

      


  

    
XMediaLib.ZrtpSchema.DHPart1 
    



      
DHPart1 message: responder DH public value and retained-secret ids.
What problem this solves
Carries the responder Diffie-Hellman public value and retained secrets.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.DHPart1{
  auxsecretidr: binary(),
  h1: binary(),
  mac: binary(),
  pbxsecretidr: binary(),
  pvr: binary(),
  rs1_idr: binary(),
  rs2_idr: binary()
}


      


Fields
	h1 - hash image H1 (32 bytes)
	rs1_idr, rs2_idr - retained secret ids for responder	auxsecretidr, pbxsecretidr - auxiliary/PBX secret ids
	pvr - DH public value (responder)
	mac - 8-byte truncated HMAC




  


        

      


  

    
XMediaLib.ZrtpSchema.DHPart2 
    



      
DHPart2 message: initiator DH public value and retained-secret ids.
What problem this solves
Carries the initiator Diffie-Hellman public value and retained secrets.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.DHPart2{
  auxsecretidi: binary(),
  h1: binary(),
  mac: binary(),
  pbxsecretidi: binary(),
  pvi: binary(),
  rs1_idi: binary(),
  rs2_idi: binary()
}


      


Fields
	h1 - hash image H1 (32 bytes)
	rs1_idi, rs2_idi - retained secret ids for initiator	auxsecretidi, pbxsecretidi - auxiliary/PBX secret ids
	pvi - DH public value (initiator)
	mac - 8-byte truncated HMAC




  


        

      


  

    
XMediaLib.ZrtpSchema.Error 
    



      
ERROR message: protocol failure code (see XMediaLib.Zrtp.zrtp_error_* helpers).
What problem this solves
Signals a ZRTP protocol failure code to the peer.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.Error{code: non_neg_integer()}


      


Fields
	code - 32-bit ZRTP error code


  


        

      


  

    
XMediaLib.ZrtpSchema.GoClear 
    



      
GoClear message: request to drop SRTP protection (requires peer consent).
What problem this solves
Requests dropping SRTP protection when clear media is allowed.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.GoClear{mac: binary()}


      


Fields
	mac - 8-byte HMAC authenticating the GoClear request


  


        

      


  

    
XMediaLib.ZrtpSchema.Hello 
    



      
HELLO message: capability advertisement and hash image H3.
What problem this solves
Advertises ZRTP capabilities and hash image H3 at handshake start.
Peers exchange supported hash, cipher, auth, key-agreement, and SAS types
before COMMIT/DHPart exchange.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.Hello{
  auth: [binary()],
  cipher: [binary()],
  clientid: binary(),
  h3: binary(),
  hash: [binary()],
  keyagr: [binary()],
  m: 0 | 1,
  mac: binary(),
  p: 0 | 1,
  s: 0 | 1,
  sas: [binary()],
  zid: binary()
}


      


Fields
	clientid - implementation identifier string (16 bytes on wire)	h3 - hash image H3 (32 bytes)
	zid - ZRTP identifier for this endpoint (12 bytes)
	s - signature-capable flag (0/1)
	m - MiTM cache supported (0/1)
	p - passive endpoint / cannot send COMMIT (0/1)
	hash - offered hash types (e.g. S256)
	cipher - offered cipher types (e.g. AES1)
	auth - offered SRTP auth tags (e.g. HS32)
	keyagr - offered key agreement modes (e.g. DH3k)
	sas - offered SAS rendering schemes (e.g. B32)
	mac - 8-byte truncated HMAC over the message body




  


        

      


  

    
XMediaLib.ZrtpSchema.Ping 
    



      
Ping message: endpoint liveness / hash probe (RFC 6189).
What problem this solves
Probes endpoint liveness and hash state during ZRTP.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.Ping{hash: binary()}


      


Fields
	hash - 8-byte endpoint hash


  


        

      


  

    
XMediaLib.ZrtpSchema.PingAck 
    



      
PingACK message: response to Ping with both endpoint hashes and SSRC.
What problem this solves
Acknowledges a Ping with endpoint hash material.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.PingAck{
  receiver_hash: binary(),
  sender_hash: binary(),
  ssrc: binary()
}


      


Fields
	sender_hash - sender endpoint hash (8 bytes)
	receiver_hash - echoed receiver hash (8 bytes)
	ssrc - RTP SSRC (4 bytes)


  


        

      


  

    
XMediaLib.ZrtpSchema.SASRelay 
    



      
SASrelay message: relay SAS verification status through a trusted MiTM.
What problem this solves
Relays SAS verification status through a trusted MitM path.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.SASRelay{
  allow_clear: 0 | 1,
  cfb_init_vect: binary(),
  disclosure: 0 | 1,
  mac: binary(),
  mitm_sash_hash: binary(),
  sas_rend_scheme: binary(),
  sas_verified: 0 | 1,
  signature: XMediaLib.ZrtpSchema.Signature.t() | nil
}


      


Fields
	mac - message authentication
	cfb_init_vect - AES-CTR IV	sas_verified, allow_clear, disclosure - status flags
	sas_rend_scheme - SAS type used (4 chars)
	mitm_sash_hash - hash of relayed SAS (32 bytes)
	signature - optional PGP/X509 signature block




  


        

      


  

    
XMediaLib.ZrtpSchema.Signature 
    



      
Optional signature block attached to Confirm or SASrelay messages.
What problem this solves
Optional signature block attached to Confirm or SASrelay.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.Signature{data: binary(), type: binary()}


      


Fields
	type - PGP or X509 (4 chars)
	data - signature octets


  


        

      


  

    
XMediaLib.ZrtpSchema.State 
    



      
Internal FSM state for XMediaLib.ZrtpFsm (not sent on the wire).
What problem this solves
Internal
Holds handshake state for XMediaLib.ZrtpFsm; not sent on the wire.
RFCs
	RFC 6189


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Internal FSM state (not sent on the wire).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XMediaLib.ZrtpSchema.State{
  auth: binary() | nil,
  auxsecretidi: binary() | nil,
  auxsecretidr: binary() | nil,
  cipher: binary() | nil,
  confirm_key_i: binary() | nil,
  confirm_key_r: binary() | nil,
  dh_priv: binary() | nil,
  dh_publ: binary() | nil,
  h0: binary() | nil,
  h1: binary() | nil,
  h2: binary() | nil,
  h3: binary() | nil,
  hash: binary() | nil,
  hmac_key_i: binary() | nil,
  hmac_key_r: binary() | nil,
  iv: binary() | nil,
  keyagr: binary() | nil,
  other_h0: binary() | nil,
  other_h1: binary() | nil,
  other_h2: binary() | nil,
  other_h3: binary() | nil,
  other_ssrc: non_neg_integer() | nil,
  other_zid: binary() | nil,
  parent: pid() | nil,
  pbxsecretidi: binary() | nil,
  pbxsecretidr: binary() | nil,
  prev_sn: non_neg_integer(),
  rs1_idi: binary() | nil,
  rs1_idr: binary() | nil,
  rs2_idi: binary() | nil,
  rs2_idr: binary() | nil,
  s0: binary() | nil,
  sas: binary() | nil,
  sas_val: binary() | nil,
  shared: binary(),
  srtp_key_i: binary() | nil,
  srtp_key_r: binary() | nil,
  srtp_salt_i: binary() | nil,
  srtp_salt_r: binary() | nil,
  ssrc: non_neg_integer() | nil,
  storage: :ets.tid() | nil,
  tref: reference() | nil,
  zid: binary() | nil
}


      


Internal FSM state (not sent on the wire).
Fields
	parent - optional parent pid notified when SRTP keys are ready	zid, ssrc - local identifiers
	h0..h3 - hash chain for HMAC verification
	iv - AES IV for Confirm encryption
	hash, cipher, auth, keyagr, sas - negotiated algorithms
	rs*_idi/id r, auxsecret*, pbxsecret* - retained secret ids
	dh_priv, dh_publ - local DH key material
	s0 - master ZRTP secret after DH
	srtp_key_*, srtp_salt_* - derived SRTP master key/salt
	hmac_key_*, confirm_key_* - ZRTP MAC and confirm keys
	sas_val - rendered SAS string for UI
	other_* - peer ZID, SSRC, hash images
	prev_sn - last accepted ZRTP sequence number
	storage - private ETS table for handshake transcripts
	tref - deferred HELLO timer reference
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